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This is the sat-nms MNC Monitoring & Control System Installation and Administration manual.

It is indended for administrators to understand how to setup, maintain and configure the different software
packages and services of an M&C system.

Support and Assistance

If you need any assistance regarding the sat-nms software, do not hesitate to contact us. We would be
pleased to help you.

satnms-supporti@ satservicegmbh.de

SatService GmbH
Hardstrasse 9

78256 Steisslingen
Germany

phone +49 7738 99791-10
www.Ssatnms.com

Version 3.85.0-a -- 2026-07-01 -- © 2003-2026 SatService GmbH
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1 Installation

This section of the manual provides installation instruction for the different modules of the sat-nms Monitoring
& Control software.

Remark: On a preconfigured system delivered by SatService these step as usually not required.
So this manual is aimed especially at people who want to deploy the system in virtual machines
or customer provided bare metal servers or for deployments in cloud environments. And it is
intended for a better understanding of your installation.

Quick access links to the main sections of the document:

e Base Debian Linux setup

o packages: satnms4-base, sathms4-utils
MNC service

o packages: satnms4-mnc, satnms4-images, sathms4-documentation, satnms4-jars
EventDB service

o packages: satnms4-mnc, satnms4-images, sathms4-documentation, satnms4-jars
Backend service

o packages: satnms4-backend
WebClient and nginx

o packages: satnms4-webclient, satnms4-images, satnms4-documentation
Database SatDB

o packages: satnms4-satdb

There are different way where to installed all these components. The simplest solution is to install all
components on one host (bare metal server or virtual machine). On the other hand all components can be run
on different hosts for several reasons like redundancy or load distribution.

Please refer to the chapter Architecture for the different options. TODO!!!

The following chapters consider all components as a stand-alone installation. Therefore some steps may be
repeated and can be skipped in different scenarios. But the installation of all services (MNC, backend, EventDB,
WebClient and SatDB) expect the base Debian Linux installation. So whatever you want to install, make sure
you followed first the instruction in the chapter Base Debian Linux setup

1.1 Installation Base Debian Linux

This section provides installation instructions for the sat-nms base and utils packages for the sat-nms
Monitoring & Control System.

These packages are used to add settings and tools to a standard minimal Debian 12 installation. The following
chapter descripes the installation on Debian Linux 12 but should be similar for other Debian-based
distributions.

1.1.1 Requirements

Minimal Debian 12 Installation and console or SSH access
headless installation is sufficient
root permission in Linux either via su or sudo
o all examples in this manual assume that you get root shell with the su command
o for installation with no direct root login, you have to add sudo in front of all commands which
requires root permission
access to Debian 12 repositories either via Internet or from a local Debian archive mirror
o check with apt-get update access to the configured repository is available.
for base setup: satnms4-base [version].deb package (in the following referred to as satnms4-base )
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e for utilities setup: satnms4-utils [version].deb package (in the following referred to as
satnms4-utils )

1.1.2 For the impatient

This section provides a quick installation guide for the impatient and experienced Debian Linux users. Detailed
information are in the following chapters.

Install Debian Linux 12 on your host with your favorite installation method.
We recommend the following settings:

e language: English

Disk: 20.0 GB, ext4 filesystem

TaskSel: not a full installation, just select
o SSH Server
o Standard system utilities

Time: UTC

Default user: satnms

Install sat-nms base components

apt-get update

apt-get upgrade

apt install /home/public/satnms4-base [version].deb
apt install /home/public/satnms4-utils [version].deb
reboot

1.1.3 Installation

For the following instructions we assume that you are using Debian 12. Similar Linux distributions like Ubuntu
may also work but are not covered by this manual.

Debian Linux 12

Please follow the standard Debian 12 instruction for a minimal Debian installation. We recommend the
following setting for the Debian installer:

Language: English

locale: en GB.UTF-8

Network: fixed IP address

Clock: use NTP

Root user: set password and allow login

Normal user: satnms

Timezone: UTC

Disk: 20GB partion for all with ext4

TaskSel: only SSH Server and Standard system utilities

Additional packages
For convenience we recommend the following additional packages:

curl
debsums
dialog
htop

mc

rsync
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snmp
sudo
tcpdump
tnftp

vim

root@satnms7-dev:~# apt-get install curl debsums dialog htop mc rsync snmp sudo tcpdump tnftp vim

satnms4-base package

The satnms4-base package contains files and directories required by the other satnms4 components. It
should be installed on each host which run sat-nms MNC components.

root@satnms7-dev:~# apt-get install ./satnms4-base 1.2.2-1 all.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'satnms4-base' instead of './satnms4-base 1.2.2-1 all.deb’
The following NEW packages will be installed:

satnms4-base
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 0 B/462 kB of archives.
After this operation, 0 B of additional disk space will be used.
Get:1 /root/satnms4-base 1.2.2-1 all.deb satnms4-base all 1.2.2-1 [462 kB]
Selecting previously unselected package satnms4-base.
(Reading database ... 36810 files and directories currently installed.)
Preparing to unpack .../satnms4-base 1.2.2-1 all.deb ...
Unpacking satnms4-base (1.2.2-1)
Setting up satnms4-base (1.2.2-1)
Created symlink /etc/systemd/system/multi-user.target.wants/satnms.service » /etc/systemd/system/sat
Processing triggers for mailcap (3.70+nmul)

Ll H 1+

Beside installing different files it will also setup the following:

create a user satnms if not already exists

create a directory /home/public which should be used later to place satnms4 packages and backups
enable sudo for a list of commands

add additional MOTD (message of the day) scripts to show information on login

and some more

Remark: All satnms4 packages must be installed from local source. All following instructions
assume that you have these packages in the folder /home/public on the host where you want
to install them.

If the user satnms does not exists before installing this package, a new user will be created. This user will be
used to run the different sat-nms services. So it is required. By default it is not possible to login to this user,
because there is no password set. Login as root and change the password for the user satnms

root@satnms7-dev:~# passwd satnms
New password:

Retype new password:

passwd: password updated successfully

satnms4-utils package
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The satnms4-utils package contains a collection of utilities for the sat-nms Monitoring & Control System
like backup and restore scripts.

root@satnms7-dev:/home/public# apt install ./satnms4-utils 1.0.6-1 all.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'satnms4-utils' instead of './satnms4-utils 1.0.6-1 all.deb’
The following NEW packages will be installed:
satnms4-utils
0 upgraded, 1 newly installed, 0@ to remove and 0 not upgraded.
Need to get 0 B/30.7 kB of archives.
After this operation, 0 B of additional disk space will be used.
Get:1 /home/public/satnms4-utils 1.0.6-1 all.deb satnms4-utils all 1.0.6-1 [30.7 kB]
Selecting previously unselected package satnms4-utils.
(Reading database ... 36932 files and directories currently installed.)
Preparing to unpack .../satnms4-utils 1.0.6-1 all.deb ...
Unpacking satnms4-utils (1.0.6-1)
Setting up satnms4-utils (1.0.6-1)
Processing triggers for mailcap (3.70+nmul)

Common Linux settings

In preinstalled systems delivered by SatService a dedicated file will display the version of the sat-nms Linux
Operation System installation: /etc/satnms _version .

Its format is defined as: [linux-distribution]-satnms-[version] [date] . For customer build OS version it is
required to create this file by your own.

e linux-distribution is usually debian , but other names are allowed like ubuntu
e the second word needs to be -satnms-

o required because several tools parsing this file to get the OS version

o the Sysinfo device uses this information to display the matching server information
e version formatis [major-version].[minor-version][suffix] [date] e.g. 7.01

o major-number must be 7

o minor-number will be increased if SatService creates new OS images

o for customer builds minor numbers needs to be managed by customer

o optional suffix can be added to mark special editions: e.g. 7.01idu shows that it is a special OS

image for the sat-nms ACU Indoor Unit
o the date should be in format YYYY-MM-DD

satnms@satnms7-dev:~$ cat /etc/satnms version
debian-satnms-7.01 2023-10-05

The follwing additional settings are recommended for convenience.

e /home/satnms/.bashrc : uncomment line force color prompt=yes to enable colored prompt
e /root/.bashrc : configure prompt colors, add the following line:

PS1='${debian chroot:+($debian chroot)}\[\033[01;31m\]1\u@\[\033[01;33m\]\h\[\033[00OM\]:\[\033[01;32m

Rl | il
1.2 Installation MNC Service

This section provides installation instructions for the MNC service used by the sat-nms Monitoring & Control
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System.

The MNC service runs device drivers and logical device and is the interface to the equipment to be monitored
and controlled.

The following topics will be covered by the Administration Manual

e Update sat-nms MNC service TODO LINK !!!
e Backup and restore sat-nms MNC service settings TODO LINK !!!

1.2.1 Requirements

e Base Debian 12 Installation with installed packages
o satnms4-base
o satnms4-utils
console or SSH access
headless installation is sufficient
root permission in Linux either via su or sudo
o all examples in this manual assume that you get root shell with the su command
o for installation with no direct root login, you have to add sudo in front of all commands which
requires root permission
e for MNC installation the following packages:
o satnms4-documentation [version].deb package (in the following referred to as
satnms4-documentation )
satnms4-images [version].deb package (in the following referred to as satnms4-images )
satnms4-jars [version].deb package (in the following referred to as satnms4-jars )
satnms4-mnc_[version].deb package (in the following referred to as satnms4-mnc )

1.2.2 For the impatient

This section provides a quick installation guide for the impatient and experienced Debian Linux users. Detailed
information are in the following chapters.

apt-get update

apt-get upgrade

apt-get install openjdk-17-jre-headless

apt install /home/public/satnms4-documentation [version].deb
apt install /home/public/satnms4-images [version].deb

apt install /home/public/satnms4-jars [version].deb

apt install /home/public/satnms4-mnc_[version].deb

systemctl enable satnms

systemctl start satnms

1.2.3 Installation

One external tools must be installed:
1. Open]DK Java Runtime Environment (JRE)
Debian provided installation packages ( .deb ) for Open)DK 17.

e loginas root
e update all installed Debian packages: apt-get update; apt-get upgrade
e install JRE from Debian repository: apt-get install openjdk-17-jre-headless

example output
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satnms@satnms7-dev:~$ su -
Password:
root@satnms7-dev:~# apt-get install openjdk-17-jre-headless
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
. ca-certificates-java java-common ...
Suggested packages:

The following NEW packages will be installed:
. ca-certificates-java java-common openjdk-17-jre-headless ...
0 upgraded, 21 newly installed, 0 to remove and 1 not upgraded.
Need to get 50.3 MB of archives.
After this operation, 210 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
. downloading and installing packages ...

To test if Java Runtime was installed successfully, run  java -version as user satnms

example output

satnms@satnms7-dev:/home/public$ java -version

openjdk version "17.0.14" 2025-01-21

OpenJDK Runtime Environment (build 17.0.14+7-Debian-1ldebl2ul)

OpenJDK 64-Bit Server VM (build 17.0.14+7-Debian-1debl2ul, mixed mode, sharing)

Now install the sat-nms MNC software packages:

e upload satnms4-documentation , satnms4-images , satnms4-jars and satnms4-mnc package to
*/home/public on the target system
login as root
install the local satnms4-* packages
o apt install /home/public/satnms4-documentation [version].deb
o apt install /home/public/satnms4-images [version].deb
o apt install /home/public/satnms4-jars [version].deb
o apt install /home/public/satnms4-mnc_[version].deb

example output for package satnms4-mnc
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root@satnms7-dev:/home/public# apt-get install ./satnms4-mnc 3.68.9-1 all.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'satnms4-mnc' instead of './satnms4-mnc 3.68.9-1 all.deb'
The following packages will be upgraded:
satnms4-mnc
1 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.
Need to get 0 B/10.2 MB of archives.
After this operation, 0 B of additional disk space will be used.
Get:1 /home/public/satnms4-mnc 3.68.9-1 all.deb satnms4-mnc all 3.68.9-1 [10.2 MB]
Reading changelogs... Done
(Reading database ... 48696 files and directories currently installed.)
Preparing to unpack .../satnms4-mnc 3.68.9-1 all.deb ...
Unpacking satnms4-mnc (3.68.9-1) over (3.68.2-1)
Setting up satnms4-mnc (3.68.9-1)

On success you will find multiple new files and directories /home/satnms/ like satnms.jar and directories
drivers , protocols etc.

1.2.4 Configuration

This section describes only the intital configuration step for the sat-nms MNC service. Because the
configuration of the M&C itself can be done via Web interface. Please refere to the following chapters:

e web client: Device-Setup
e web client: Screen-Editor

The system ships a default configuration which is "ready-to-run" but you can modify some configuration to
adapt the system to your environment. For a all-in-one MNC System no additional configuration is required.

Several other options require your attention only for complex setups which includes server redundancy. A
detailed description of all options from is available in the Administration Section of this Manual.

To ensure the MNC service will automatically start on reboot, login as root and enable this service.

e loginas root
e enable autostart with “systemctl enable satnms"

Now you can start the MNC service as user satnms and check if its running.

e loginas satnms
e run the satnms-watch
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| sat-nms state |

hostname / MNC name : satnms7-dev / MNC
satnms 0S version : debian-satnms-7.01 2023-10-05

MNC service : STOPPED
MNC service version : not installed

last updated 1 2025-14-02 16:48:48 UTC

refresh refresh service states
satnms-start start MNC Service
backend-stop stop Backend Service
nginx-start start Nginx Webserver

<Select service> <Exit>

The output depends on the installed services. In the example above, only the sat-nms MNC service is installed
and running.

You can also control the MNC service directly with the follwing commands:

e start MNC service sudo systemctl start satnms
e stop MNC service sudo systemctl stop satnms

Check if the MNC service start successfully:

e status of MNC service systemctl status satnms

satnms@satnms7-dev:~$ systemctl status satnms
® satnms.service - sat-nms MNC service
Loaded: loaded (/etc/systemd/system/satnms.service; enabled; preset: enabled)
Active: active (running) since Thu 2026-04-23 13:57:55 UTC; 3 days ago
Main PID: 461 (satnms-start)
Tasks: 34 (limit: 2298)
Memory: 118.2M
CPU: 41min 43.795s
CGroup: /system.slice/satnms.service
461 /bin/bash /home/satnms/satnms-start
491 /bin/bash /home/satnms/satnms-start
L532 java -cp "satnms.jar:/home/satnms/jars/*" -mx512m -Djava.security.egd=file:/dev/.

Apr 23 13:58:00 satnms7-dev[771]: satnms : PWD=/home/satnms ; USER=root ; COMMAND=/usr/sbin/dmidec
Apr 23 13:58:00 satnms7-dev[771]: pam unix(sudo:session): session opened for user root(uid=0) by (ui
Apr 23 13:58:00 satnms7-dev[771]: pam unix(sudo:session): session closed for user root

| ‘\ 1]

You can test if the MNC started successfully by checking the output of the log file  /home/satnms/debug.log .
The first line shows an early stage of start process and is an indication that the MNC service begins to start.
The second line shows that all sub processes are now initialized and the MNC service is ready to serve client
requests. Starting from this the backend service or clients are able to connect to the MNC service.
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satnms@satnms7-dev:~$ tail /home/satnms/debug.log
000000 2025-03-05 12:32:18 2025-03-05 12:32:18 I SYSTEM Loading setup data (sat-nms MNC default co
000000 2025-03-05 12:32:18 2025-03-05 12:32:18 I SYSTEM VLC 3.68.9 2025-03-05 07:22:02 is up

Rl ‘\ i

Some more details and extended error messages if something failed are available in
/home/satnms/.panic.log

A typical output of the default installation should looks like this:

satnms@satnms:~$ cat .panic.log

satnms version 3.68.9 2025-03-05 07:22:02

TRAPREC: File traprcv.json not found

TRAPREC: Cannot parse traprcv.json

TRAPREC: Trap receiver not started.

Universal SNMP agent listening at port 2261

TCP remote control server (r/w) listening at port 2016
TCP remote control server (r/o) listening at port 2017
SSL remote control server (r/w) listening at port 2015

A detailed description how to run the sat-nms MNC service is available in the administration manual.

Troubleshooting
If you have trouble to bring up the MNC service check first if the MNC service is still running with:

e systemctl status satnms or
e /home/satnms/satnms-stat

Additionally you can lookup the process ID (PID) of the MNC service process:

satnms@satnms7-dev:~$ ps aux |grep satnms.jar
satnms 8204 ? Sl 25:18 java -cp satnms.jar:/home/satnms/jars/* -mx512m -Djava.security.egd=fil

A ‘\ i

Now check if the MNC process with this PID (here 8204 from the second column) is associated to a process
listening on TCP ports from 2000 and above. The real number of listing ports depends on the actual
configuration, but at least 2000-2007 should be visible.

satnms@satnms7-dev:~$ ss -tanp |grep 8204

LISTEN 0 50 *:2000 ©AR% users: (("java",pid=8204, fd=11
LISTEN 0 50 *:2001 *ox users: (("java",pid=8204, fd=35
LISTEN 0 50 *:2002 ©AR% users: (("java",pid=8204, fd=42
LISTEN 0 50 *:2003 ©AR% users: (("java",pid=8204, fd=40
LISTEN 0 50 *:2004 *ox users: (("java",pid=8204, fd=12
LISTEN 0 50 *:2005 ©AR% users: (("java",pid=8204, fd=13
LISTEN 0 50 *:2006 ©AR% users: (("java",pid=8204, fd=19
LISTEN 0 50 *:2007 *ox users: (("java",pid=8204, fd=17

o o
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1.3 Installation Backend Service

This section provides installation instructions for the backend service used by the sat-nms Monitoring &
Control System.

The backend provides an unified REST-API to control all parts of an sat-nms Monitoring & Control System. It is
used by the sat-nms WebClient but also available for third party applications. Please refere to the [API
documentation](API Reference) for details.

The following topics will be covered by the Administration Manual

e Update sat-nms backend TODO LINK !!!
e Backup and restore sat-nms backend settings TODO LINK !!!

1.3.1 Requirements

e Base Debian 12 Installation with installed packages
o satnms4-base
o satnms4-utils
console or SSH access
headless installation is sufficient
root permission in Linux either via su or sudo
o all examples in this manual assume that you get root shell with the su command
o for installation with no direct root login, you have to add sudo in front of all commands which
requires root permission
for backend installation: satnms4-backend [version].deb package (in the following referred to as
satnms4-backend )

1.3.2 For the impatient

This section provides a quick installation guide for the impatient and experienced Debian Linux users. Detailed
information are in the following chapters.

apt-get update

apt-get upgrade

apt-get install openjdk-17-jre-headless

apt install /home/public/satnms4-backend [version].deb

cp /home/satnms/backend/backend.properties.default /home/satnms/backend/backend.properties
systemctl enable backend

systemctl start backend

1.3.3 Installation

One external tools must be installed:

1. Open]DK Java Runtime Environment (JRE)
2. JQ Pretty print of JSON data on CLI (optional)

Debian provided installation packages ( .deb ) for Open)DK 17.

e loginas root
e update all installed Debian packages: apt-get update; apt-get upgrade
e install JRE from Debian repository: apt-get install openjdk-17-jre-headless

example output
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satnms@satnms7-dev:~$ su -
Password:
root@satnms7-dev:~# apt-get install openjdk-17-jre-headless
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
. ca-certificates-java java-common ...
Suggested packages:

The following NEW packages will be installed:
. ca-certificates-java java-common openjdk-17-jre-headless ...
0 upgraded, 21 newly installed, 0 to remove and 1 not upgraded.
Need to get 50.3 MB of archives.
After this operation, 210 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
. downloading and installing packages ...

To test if Java Runtime was installed successfully, run  java -version as user satnms

example output

satnms@satnms7-dev:/home/public$ java -version

openjdk version "17.0.14" 2025-01-21

OpenJDK Runtime Environment (build 17.0.14+7-Debian-1ldebl2ul)

OpenJDK 64-Bit Server VM (build 17.0.14+7-Debian-1debl2ul, mixed mode, sharing)

Optionally install JQ an lightweight and flexible command-line JSON processor for test the backend API.

e loginas root
e update all installed Debian packages: apt-get update; apt-get upgrade
e install JRE from Debian repository: apt-get install openjdk-17-jre-headless

example output

root@satnms7-dev:/home/satnms# apt-get install jq

The following NEW packages will be installed:
jq libjgl libonig5

Now install the sat-nms backend software package:

e upload satnms4-backend package to “/home/public on the target system
e loginas root
e install the local sathms4-backend package

apt install /home/public/satnms4-backend [version].deb

example output
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root@satnms7-dev:/home/public# apt install ./satnms4-backend 1.17.10-1 all.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'satnms4-backend' instead of './satnms4-backend 1.17.10-1 all.deb'
The following NEW packages will be installed:
satnms4-backend
0 upgraded, 1 newly installed, 0 to remove and 1 not upgraded.
Need to get 0 B/24.7 MB of archives.
After this operation, 0 B of additional disk space will be used.
Get:1 /home/public/satnms4-backend 1.17.10-1 all.deb satnms4-backend all 1.17.10-1 [24.7 MB]
Selecting previously unselected package satnms4-backend.
(Reading database ... 38210 files and directories currently installed.)
Preparing to unpack .../satnms4-backend 1.17.10-1 all.deb ...
Unpacking satnms4-backend (1.17.10-1)
Setting up satnms4-backend (1.17.10-1)

On success you will find a new directory /home/satnms/backend/ which contains the software and
configuration files.

1.3.4 Configuration

A sat-nms backend service provides a gate to all sat-nms MNC servers in your overall system. This could be
just a single MNC service running on the same host as the backend (all-in-one server) or any number of MNC
service distributed over your network.

There are three steps to configure the sat-nms backend service:

1. create configuration file /home/satnms/backend/backend.properties
2. modify configuration file
3. enable autostart of backend service

By default the satnms4-backend package delivers a sample configuration for an all-in-one server installation.
This template can be found in /home/satnms/backend/backend.properties.default . You can use this
template by copy it to real backend configuration file: /home/satnms/backend/backend.properties and then
editing it regarding you requirements.

To enable a minimal backend setup with a MNC service running on localhost just use the provide template:
satnms@satnms7-dev:~/backend$ cp backend.properties.default backend.properties

A detailed description of all options from backend.properties is available in the administration manual.

To ensure the backend service will automatically start on reboot, login as root and enable this service.

e loginas root
e enable autostart with “systemctl enable backend"

Now you can start the backend service as user satnms and check if its running.

e Jogin as satnms
e runthe satnms-watch
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hostname / MNC name : satnms7-dev / MNC

| sat-nms state |

satnms 0S version : debian-satnms-7.01 2023-10-05
| |
|  backend service : RUNNING |
|  backend version 0 1.17.10 |
last updated 1 2025-14-02 16:48:48 UTC
refresh refresh service states

satnms-start start MNC Service
backend-stop stop Backend Service
nginx-start start Nginx Webserver

<Select service> <Exit>

The output depends on the installed services. In the example above, only the sat-nms backend service is
installed and running.

You can also control the backend service directly with the follwing commands:

e start backend service sudo systemctl start backend
e stop backend service sudo systemctl stop backend

Check if the backend service start successfully:

e status of backend service systemctl status backend

satnms@satnms7-dev:~/backend$ systemctl status backend
® backend.service - sat-nms MNC Backend

Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/etc/systemd/system/backend.service; disabled; preset: enabled)
active (running) since Fri 2025-02-14 16:06:10 UTC; 5min ago

18136 (java)

22 (limit: 2307)

136.9M

8.788s

/system.slice/backend.service

L-18136 java -Djava.security.egd=file:/dev/./urandom -jar backend.jar

You can test if the backend is ready to reply on REST-API requests use the heathcheck API-Endpoint which does
not require authentication. It requires jg and curl installed. Run:

curl -k https://localhost:8443/healthcheck | jq

backend software.

and if should report some information about the running
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satnms@satnms7-dev:~$ curl -k -s https://localhost:8443/healthcheck | jq

{
"dict": [
{
"key": "PRODUCT",
"val": "satnms4 backend"
}I
{
"key": "WEBSITE",
"val": "www.satnms.com"
}I
{
"key": "VERSION",
"val": "1.17.10 2024-12-17 12:22:54"
}I
{
"key": "SERIALNO",
"val": "000001"
}
1
}

Logfiles are available:

e cat /home/satnms/backend/backend.log
e journalctl -u backend

A detailed description how to run the sat-nms backend service is available in the administration manual.

Troubleshooting

If you have trouble to connect to the backend server's APl endpoints check first if the backend service is still
running with:

e systemctl status backend or
e /home/satnms/backend-stat

Additionally you can lookup the process ID (PID) of the backend service process:

satnms@satnms7-dev:~$ ps axu | grep backend.jar
satnms 18136 0.3 8.4 2606224 170268 ? Ssl 16:06 0:25 java -Djava.security.egd=file:/dev/./u

| ‘\ 1]

Now check if the backend process with this PID (here 18136 from the second column) is associated to a
process listening on the TCP port 8443:

satnms@satnms7-dev:~$ ss -taunp |grep 8443
tcp LISTEN 0O 100 *:8443 g users: (("java",pid=18136,fd=10))

The backend internal web server runs on Port 8443 and serves only HTTPS requests. You should that this
process is LISTEN on all interfaces ( *:8443 )

1.4 Installation SatDB database

This section provides installation instructions for the PostgreSQL database used by the sat-nms Monitoring &
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Control System.

PostgreSQL is a free and open-source relational database management system. Installation packages are
available for different operating systems and Linux distributions. The following chapter descripes the
installation on Debian Linux 12 with the PostgreSQL version 15.

Details about PostgreSQL: https://www.postgresql.org/

If you have your own PostgreSQL installation or PostgreSQL cluster running on a different host or as a cloud
service, you can skip the chapter Installation and move directly to chapter Configuration.

To update the database schema, we are using the Golang-Migrate tool. Details can be found here:
https://github.com/golang-migrate/migrate.

Quick access links to the main sections of this installation guide:

e Database Installation
e Add database user
e Create SatDB database

The following topics will be covered by the Administration Manual

e Update SatDB database TODO LINK !!!
e Backup and restore SatDB database TODO LINK !!!

1.4.1 Requirements

Minimal Debian 12 Installation and console or SSH access
headless installation is sufficient
root permission in Linux either via su or sudo
o all examples in this manual assume that you get root shell with the su command
o forinstallation with no direct root login, you have to add sudo in front of all commands which
requires root permission
e access to Debian 12 repositories either via Internet or from a local Debian archive mirror
o check with apt-get update access to the configured repository is available.
for SatDB database setup: satnms4-satdb [version].deb package (in the following referred to as
satnms4-satdb )

1.4.2 For the impatient

This section provides a quick installation guide for the impatient and experienced Debian Linux users. Detailed
information are in the following chapters.

apt-get update

apt-get upgrade

apt-get install postgresql

apt install /home/public/migrate.linux-amd64.deb
apt install /home/public/satnms4-satdb [version].deb

1.4.3 Installation

Two external tools must be installed:

1. PostgreSQL
2. Golang-Migrate

Debian provided installation packages ( .deb ) for PostgreSQL.
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e loginas root
e update all installed Debian packages: apt-get update; apt-get upgrade
e install PostgreSQL from Debian repository: apt-get install postgresql

example output

satnms@satnms7-dev:~$ su -

Password:

root@satnms7-dev:~# apt-get update

Hit:1 http://security.debian.org/debian-security bookworm-security InRelease
Hit:2 http://deb.debian.org/debian bookworm InRelease

Hit:3 http://deb.debian.org/debian bookworm-updates InRelease

Reading package lists... Done

root@satnms7-dev:~# apt-get upgrade

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

Calculating upgrade... Done

0 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.

root@satnms7-dev:~# apt-get install postgresql

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

The following additional packages will be installed:

. postgresql-client-15 postgresql-client-common postgresql-common ...
The following NEW packages will be installed:

. postgresql-client-15 postgresql-client-common postgresql-common ...
0 upgraded, 17 newly installed, 0 to remove and 0 not upgraded.
Need to get 49.1 MB/49.1 MB of archives.
After this operation, 200 MB of additional disk space will be used.
Do you want to continue? [Y/n]

. downloading and installing packages ...

By default Linux user postgres has access to the database from 1localhost only without password.

To test if the PostgreSQL database was installed and started successfully, you can connect with command line
tool psql (in short CLI):

e loginas root
e switch to the PostgreSQL user: su - postgres
e run the PostgreSQL interactive terminal: psql
o installed version will be show
o an interactive prompt is available
e |eave PostgreSQL terminal with \q
e switch back to user root: exit

example output
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root@satnms7-dev:~# su - postgres
postgres@satnms7-dev:~$ psql

psql (15.10 (Debian 15.10-0+debl2ul))
Type "help" for help.

postgres=# \q
postgres@satnms7-dev:~$

To install Golang-migrate you need to manually download the Debian AMD64 package

e download debian package migrate.linux-amd64.deb from https://github.com/golang-
migrate/migrate/releases/
upload to target system in /home/public
install the package with apt-get install /home/public/migrate.linux-amd64.deb

example output

root@satnms7-dev:~# apt-get install /home/public/migrate.linux-amd64.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'migrate' instead of '/home/public/migrate.linux-amd64.deb'
The following NEW packages will be installed:

migrate
0 upgraded, 1 newly installed, 0 to remove and 0 not upgraded.
Need to get 0 B/16.2 MB of archives.
After this operation, 53.2 MB of additional disk space will be used.
Get:1 /home/public/migrate.linux-amd64.deb migrate amd64 4.18.1 [16.2 MB]
Selecting previously unselected package migrate.
(Reading database ... 55809 files and directories currently installed.)
Preparing to unpack .../public/migrate.linux-amd64.deb ...
Unpacking migrate (4.18.1)
Setting up migrate (4.18.1)

You can test the successfull installation with migrate --version which should display the installed version
number, e.g. 4.18.1

1.4.4 Configuration

If PostgreSQL is installed you need to setup an user and a database for the sat-nms MNC system. These
setups will be automatically performed if you install the satnms4-satdb package . Installation instructions for
system where you are not able to install our Debian package, manual instructions are included in the following
chapters.

The sat-nms MNC system will use the user satnms to connect to the database. This user will also be the
owner of the SatDB. This prevents the application from requiring administrative rights for the entire database
and the MNC system can use the same PostgreSQL database engine together with other software.

The sat-nms MNC system will use a database with the name satnms . If you are using you own PostgreSQL
installation, make sure that this database name is not already used by any other application.

upload the satnms4-satdb to /home/public on the target system running PostgreSQL.

login as root

install the local satnms4-satdb package apt install /home/public/satnms4-satdb [version].deb
During installation you will be prompted for a password. The default password in preinstalled systems
delivered by SatService is satnms . Please change it to secure your system.
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example output

root@satnms7-dev:~# apt install /home/public/satnms4-satdb 0.2.0-1 all.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'satnms4-satdb' instead of '/home/public/satnms4-satdb 0.2.0-1 all.deb’

The following packages were automatically installed and are no longer required:
libwpe-1.0-1 libwpebackend-fdo-1.0-1

Use 'apt autoremove' to remove them.

The following NEW packages will be installed:
satnms4-satdb

0 upgraded, 1 newly installed, 0 to remove and 2 not upgraded.

Need to get 0 B/5,304 B of archives.

After this operation, 0 B of additional disk space will be used.

Get:1 /home/public/satnms4-satdb 0.2.0-1 all.deb satnms4-satdb all 0.2.0-1 [5,304 B]

Selecting previously unselected package satnms4-satdb.

(Reading database ... 159218 files and directories currently installed.)

Preparing to unpack .../satnms4-satdb 0.2.0-1 all.deb ...

checking user 'satnms'

checking postgresql ...

/var/run/postgresql:5432 - accepting connections

checking migrate ...

check database user ‘'satnms'

create PostgreSQL user 'satnms'

Enter password for new role:

Enter it again:

check database 'satnms'

Unpacking satnms4-satdb (0.2.0-1)

Setting up satnms4-satdb (0.2.0-1)

installing SatDB database schema ...

1/u init satdb (26.36938ms)

2/u init satdb (29.867137ms)

Remark: the default password in preinstalled systems delivered by SatService is satnms . Please change it to
secure your system.

1.4.5 PostgreSQL network configuration

By default, access to the PostgreSQL database engine is restricted to the local system (the system where the
database is installed) and no remote access via network is possible. If the sat-nms MNC system is a all-in-one
installation this default configuration is sufficient and you can skip this chapter.

For a distributed MNC installation network access from a different host must be possible. Usually the database
runs on the central server and the connected MNC servers needs to access the database via network.

e loginas root
e edit the file /etc/postgresql/15/main/pg_hba.conf

o if a different version of PostgreSQL is installed replace 15 with the version number

o add a line at the end of the file with host all all [local-net] md5

= where [local-net] is the network from where you want to connect e.g 192.168.2.0/24

o edit file /etc/postgresql/15/main/postgresql.conf

o uncomment and change line to: listen addresses = '*'
e restart PostgreSQL: systemctl restart postgresql

example from pg_hba.conf
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# allow access for two additional networks
host all all 172.17.1.0/16 md5
host all all 192.168.1.0/24 md5

example from postgresql.conf

# - Connection Settings -
listen addresses = '*' # what IP address(es) to listen on;
port = 5432 # (change requires restart)

You can test the network configuration with from any other system with an installed psql tool, or even on the
local system if you specify the IP address of your PostgreSQL server:

e |ogin as user satnms
e test connection: psql --host [server-ip-address]

example output

satnms@satnms7-dev:/etc/postgresql/15/main$ psql --host 192.168.2.231

Password for user satnms:

psql (15.10 (Debian 15.10-0+debl2ul))

SSL connection (protocol: TLSv1l.3, cipher: TLS AES 256 GCM SHA384, compression: off)
Type "help" for help.

satnms=>

1.4.5.1 Change users password

To avoid that the clear text password appears in the CLI history, you can use the \password command in
psql .

login as root

switch to user the PostgreSQL user: su - postgres

run psql

enter command \password satnms which prompts you for a new password

example output

postgres@satnms7-dev:~$ psql
psql (15.10 (Debian 15.10-0+debl2ul))
Type "help" for help.

postgres=# \password satnms
Enter new password for user "satnms":

Enter it again:
postgres=# \q

1.4.6 Manual configuration
You can skip this section if you successfully installed the satnms4-satdb package.
1.4.6.1 Manual add database user

New users can be created via CLI or with SQL statements. This manual uses the CLI tool. There is no difference
between database actions or CLI command, createuser is just a wrapper around the SQL command
CREATE ROLE .
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e Roles subsumes users and groups, so to be precises we are create a new role and not a user

e CLI https://www.postgresgl.org/docs/current/app-createuser.html

e loginas root
e switch to user the PostgreSQL user: su - postgres
® run createuser --interactive --pwprompt to create a new user

name: satnms

password: [set your own password here]
be superuser: no

allow to create databases: no

allow to create more new roles : no

O 0O O o o

example output

root@satnms7-dev:~# su - postgres

postgres@satnms7-dev:~$ pwd

/var/lib/postgresql

postgres@satnms7-dev:~$ createuser --interactive --pwprompt
Enter name of role to add: satnms

Enter password for new role:

Enter it again:

Shall the new role be a superuser? (y/n) n

Shall the new role be allowed to create databases? (y/n) n
Shall the new role be allowed to create more new roles? (y/n) n

1.4.6.2 Create SatDB database

New databases can be created via CLI or with SQL statements. This manual uses the CLI tool. There is no
difference between database actions or CLI command, createdb is just a wrapper around CREATE DATABASE

e Database must be named satnms and the owner of this database must be the role satnms as
created above
before you try to to create the database, make sure there exist no database with the same name.
CLI: https://www.postgresql.org/docs/current/app-createdb.html
create database: createdb satnms "sat-nms MNC database"

example output

TODO

1.4.6.3 Load SatDB database schema

To initialize the newly create database with all the required object definitions (schema) the installed migrate
tool will be used. This tool needs the schema definition files ( *.sql ) which are installed by the

satnms4-satdb package to /home/satnms/satdb/ . Usually this package automatically runs the database
migration steps, but if this fails you will find below how to run the step manually.

You can check the current database version with:
migrate -database 'postgres://satnms:satnms@localhost:5432/satnms?sslmode=disable' -path satdb versio

e copy migration files to /home/satnms/satdb/
o for each migration (aka database version) two files exists
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m  [number] init satdb.up.sql
m  [number] init satdb.dow.sql
e run migration script to apply the changes.
o up command migrates to the latests version
o execute this as user satnms , its not necessary to switch to user postgres because the
database and role satnms are already created in the previous steps.
o migrate -database 'postgres://satnms:satnms@localhost:5432/satnms?sslmode=disable' -path

Remark: If the database is already initialized it will only run the migration for the new version(s). E.g. if already
database version 2 is installed and there are migration files for version 3 and 4 it will upgrade the database to
version 4.

example output

satnms@satnms7-dev:~$ migrate -database 'postgres://satnms:satnms@localhost:5432/satnms?sslmode=disa
1/u init satdb (81.381471ms)

2/u init satdb (96.040331ms)

satnms@satnms7-dev:~$

1} H -

1.4.6.4 Force database version

l

In case a migration step fails, migrate will not let you run other migrations on the same database and will mark
the database as dirty. You have to fix the migration and then force the corresponding version.

® run
migrate -database 'postgres://satnms:satnms@localhost:5432/satnms?sslmode=disable' -path satdb
e replace [number] by the database version you want to force. e.g. 1

1.4.6.5 Delete database user

If you created a user by mistake you can remove it. For details refer to the PostgreSQL manual:

e CLI: https://www.postgresqgl.org/docs/current/app-dropuser.html
e dropuser is a wrapper around DROP ROLE

example output

postgres@satnms7-dev:~$ dropuser --interactive satnms
Role "satnms" will be permanently removed.
Are you sure? (y/n) vy

1.4.6.6 Remove database

If you created a database by mistake you can remove it. For details refer to the PostgreSQL manual:

o CLI https://www.postgresql.org/docs/current/app-dropdb.html
e dropdb is a wrapper around DROP DATABASE

1.5 Installation EventDB Service

This section provides installation instructions for the event database service (short EventDB) used by the sat-
nms Monitoring & Control System.

The EventDB service runs stores all events on the local disk and is the interface for retrieving these stored
events.
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The following topics will be covered by chapters of the administration part of this manual.

e Update sat-nms EventDB service
e Backup and restore sat-nms events settings

The following topics will be covered by the WebClient Operator Manual

e display and analyze events from the database

1.5.1 Requirements

e Base Debian Installation with installed packages

o satnms4-base
o satnms4-utils
console or SSH access
headless installation is sufficient
root permission in Linux either via su or sudo
o all examples in this manual assume that you get root shell with the su command
o for installation with no direct root login, you have to add sudo in front of all commands which
requires root permission
for MNC installation the following packages:
o satnms4-documentation [version].deb package (in the following referred to as
satnms4-documentation )
satnms4-images [version].deb package (in the following referred to as satnms4-images )
satnms4-jars [version].deb package (in the following referred to as satnms4-jars )
satnms4-mnc_[version].deb package (in the following referred to as satnms4-mnc )

Remark:

For all-in-one installations it is not necessary to install the database separately as it is already set up with the
standard MNC package. Each MNC installation includes and runs automatically an instance of the EventDB
service. Only the configuration determines whether and how it is used.

1.5.2 For the impatient

This section provides a quick installation guide for the impatient and experienced Debian Linux users. Detailed
information are in the following chapters.

apt-
apt-
apt-

apt
apt
apt
apt

get update

get upgrade

get install openjdk-17-jre-headless

install /home/public/satnms4-documentation [version].deb
install /home/public/satnms4-images [version].deb
install /home/public/satnms4-jars [version].deb

install /home/public/satnms4-mnc_[version].deb

systemctl enable satnms
systemctl start satnms

1.5.3 Installation

One external tools must be installed:

1.

Open)DK Java Runtime Environment (JRE)

Debian provided installation packages ( .deb ) for Open)DK 17.

login as root
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e update all installed Debian packages: apt-get update; apt-get upgrade
e install JRE from Debian repository: apt-get install openjdk-17-jre-headless

example output

satnms@satnms7-dev:~$ su -
Password:
root@satnms7-dev:~# apt-get install openjdk-17-jre-headless
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
. ca-certificates-java java-common ...
Suggested packages:

The following NEW packages will be installed:
. ca-certificates-java java-common openjdk-17-jre-headless ...
0 upgraded, 21 newly installed, 0 to remove and 1 not upgraded.
Need to get 50.3 MB of archives.
After this operation, 210 MB of additional disk space will be used.
Do you want to continue? [Y/n] y
. downloading and installing packages ...

To test if Java Runtime was installed successfully, run java -version as user satnms

example output

satnms@satnms7-dev:/home/public$ java -version

openjdk version "17.0.14" 2025-01-21

OpenJDK Runtime Environment (build 17.0.14+7-Debian-1ldebl2ul)

OpenJDK 64-Bit Server VM (build 17.0.14+47-Debian-1debl2ul, mixed mode, sharing)

Now install the sat-nms MMC software packages:

e upload satnms4-documentation , satnms4-images , satnms4-jars and satnms4-mnc package to
*/home/public on the target system
login as root
install the local satnms4-* packages
o apt install /home/public/satnms4-documentation [version].deb
o apt install /home/public/satnms4-images [version].deb
o apt install /home/public/satnms4-jars [version].deb
o apt install /home/public/satnms4-mnc_[version].deb

example output for package satnms4-mnc
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root@satnms7-dev:/home/public# apt-get install ./satnms4-mnc 3.68.9-1 all.deb

Reading package lists... Done
Building dependency tree... Done
Reading state information... Done

Note, selecting 'satnms4-mnc' instead of './satnms4-mnc 3.68.9-1 all.deb'
The following packages will be upgraded:
satnms4-mnc
1 upgraded, 0 newly installed, 0 to remove and 0 not upgraded.
Need to get 0 B/10.2 MB of archives.
After this operation, 0 B of additional disk space will be used.
Get:1 /home/public/satnms4-mnc 3.68.9-1 all.deb satnms4-mnc all 3.68.9-1 [10.2 MB]
Reading changelogs... Done
(Reading database ... 48696 files and directories currently installed.)
Preparing to unpack .../satnms4-mnc 3.68.9-1 all.deb ...
Unpacking satnms4-mnc (3.68.9-1) over (3.68.2-1)
Setting up satnms4-mnc (3.68.9-1)

On success you will find multiple new files and directories /home/satnms/ . The directory for the EventDB is
/home/satnms/edb/ . This directory contains the EventDB configuration and data files.

1.5.4 Initial configuration

This section describes only the intital configuration step for the sat-nms EDB service.

The system ships a default configuration which is "ready-to-run" but you can modify some configuration to
adapt the system to your environment. For a all-in-one MNC System no additional configuration is required.

Several other options require your attention if you run the EventDB on the central server or for complex setups
which includes server redundancy.

A detailed description of all options from is available in the Administration Section of this Manual.

To ensure the EventDB service will automatically start on reboot, login as root and enable this service.
Remember that the EventDB service is included in the common MNC service. So the following steps are
identically to the installation of MNC service.

e loginas root
e enable autostart with “systemctl enable satnms"

Now you can start the MNC service as user satnms and check if its running.

e loginas satnms
e run the satnms-watch
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| sat-nms state |

hostname / MNC name : satnms7-dev / MNC
satnms 0S version : debian-satnms-7.01 2023-10-05

MNC service : STOPPED
MNC service version : not installed

last updated 1 2025-14-02 16:48:48 UTC

refresh refresh service states
satnms-start start MNC Service
backend-stop stop Backend Service
nginx-start start Nginx Webserver

<Select service> <Exit>

The output depends on the installed services. In the example above, only the sat-nms MNC service is installed
and running, and as said this includes the EventDB service as well.

You can also control the EventDB service directly with the follwing commands:

e start EventDB service sudo systemctl start satnms
e stop EventDB service sudo systemctl stop satnms

Check if the Event service start successfully:

e status of EventDB service systemctl status satnms

satnms@satnms7-dev:$ systemctl status satnms
® satnms.service - sat-nms MNC service
Loaded: loaded (/etc/systemd/system/satnms.service; enabled; preset: enabled)
Active: active (running) since Thu 2026-04-23 13:57:55 UTC; 3 days ago
Main PID: 461 (satnms-start)
Tasks: 34 (limit: 2298)
Memory: 118.2M
CPU: 41min 43.795s
CGroup: /system.slice/satnms.service
461 /bin/bash /home/satnms/satnms-start
491 /bin/bash /home/satnms/satnms-start
L532 java -cp "satnms.jar:/home/satnms/jars/*" -mx512m -Djava.security.egd=file:/dev/.

Apr 23 13:58:00 satnms7-dev sudo[771]: satnms : PWD=/home/satnms ; USER=root ; COMMAND=/usr/sbin/d
Apr 23 13:58:00 satnms7-dev sudo[771]: pam unix(sudo:session): session opened for user root(uid=0) b
Apr 23 13:58:00 satnms7-dev sudo[771]: pam unix(sudo:session): session closed for user root

| ‘\ 1]

You can test if the EventDB started successfully by checking the output of the log file
/home/satnms/debug.log . The first line shows an early stage of start process and is an indication that the

MNC service begins to start. The second line shows that all sub processes are now initialized and the MNC

service is ready to serve client requests. Starting from this the MNC service or clients are able to connect to
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the MNC service. Once the MNC service is running, you can also check if the EventDB comes up correctly. One
indication is the file /home/satnms/edb/ID with a recent timestamp and at least two actual files starting with

X and T followed by the number of the days since January 1, 1970 (the "Unix" epoch). For example the
event files for the 27. April 2026 will be named X20570 and TX20570 .

satnms@satnms7-dev:~$ tail /home/satnms/debug.log
000000 2025-03-05 12:32:18 2025-03-05 12:32:18 I SYSTEM Loading setup data (sat-nms MNC default co

000000 2025-03-05 12:32:18 2025-03-05 12:32:18 I SYSTEM VLC 3.68.9 2025-03-05 07:22:02 is up

o i

satnms@edb-bckp:~/edb$ 1ls -1 /home/satnms/edb/

-rw-r--r-- 1 satnms satnms 4 Apr 27 07:49 1ID

-rw-r--r-- 1 satnms satnms 556 Apr 27 07:49 /home/satnms/edb/T20570
-rw-r--r-- 1 satnms satnms 384 Apr 27 07:49 /home/satnms/edb/X20570

Some more details and extended error messages if something failed are available in
/home/satnms/.panic.log

for the first run on a fresh EventDB installation you will see the following message which can be safely ignored.
It just tells you that the ID was missing and was now created for the first time.

satnms@satnms:~$ cat .panic.log

java.io.FileNotFoundException: ./edb/ID (No such file or directory)
at java.base/java.io.FileInputStream.openO(Native Method)
at java.base/java.io.FileInputStream.open(FileInputStream.java:216)
at java.base/java.io.FileInputStream.<init>(FileInputStream.java:157)
at java.base/java.io.FileInputStream.<init>(FileInputStream.java:111)
at satnms3.edb.EventDbFeed.createID(EventDbFeed.java:447)
at satnms3.edb.EventDbFeed. run(EventDbFeed.java:138)

A detailed description how to run the sat-nms MNC service is available in the administration manual.

Troubleshooting
If you have trouble to bring up the EventDB service check first if the MNC service is still running with:

e systemctl status satnms or
e /home/satnms/satnms-stat

Additionally you can lookup the process ID (PID) of the MNC service process:

satnms@satnms7-dev:~$ ps aux |grep satnms.jar
satnms 8204 7 Sl 25:18 java -cp satnms.jar:/home/satnms/jars/* -mx512m -Djava.security.egd=fil

| ‘\ 1]

Now check if the MNC process with this PID (here 8204 from the second column) was able to start the EventDB
service. In this case the process should listening on TCP ports 2006.
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satnms@satnms7-dev:~$ ss -tanp |grep 2006
LISTEN O 50 *:2006 *o ok users: (("java",pid=8204, fd=12

] aE

Port 2006 is using standard HTTP for request. Therefore you can fetch events with any web browser or on the
command line with curl . Try the URL http://[ip-address]:2006/csvx? and you will see a list with actual events.
Below an example with events on a new system just started:

21557 2026-04-27 13:26:55 2026-04-27 13:26:56 1 MNC SYSTEM Loading setup data (sat-nms MNC defa
21558 2026-04-27 13:26:55 2026-04-27 13:26:56 1 MNC SYSTEM VLC 3.80.4 2025-11-12 15:50:23 is up

| H 1]

Remark:

On all-in-one installation where Backend and EventDB service running on the same host, you can restrict the
EventDB port to localhost. Please refer to the chapter vic.properties in the sat-nms administration manual

1.6 Installation Web Client

This section provides installation instructions for the installation the sat-nms MNC Web client and nginx web
server.

1.6.1 Requirements

e Base Debian 12 Installation with installed packages
o satnms4-base
o satnms4-utils
console or SSH access
headless installation is sufficient
root permission in Linux either via su or sudo
o all examples in this manual assume that you get root shell with the su command
o for installation with no direct root login, you have to add sudo in front of all commands which
requires root permission
for backend installation: satnms4-webclient [version].deb package (in the following referred to as
satnms4-webclient )

1.6.2 For the impatient

This section provides a quick installation guide for the impatient and experienced Debian Linux users. Detailed
information are in the following chapters.

apt-get update

apt-get upgrade

apt-get install nginx-light

apt install /home/public/satnms4-webclient [version].deb
systemctl enable nginx

systemctl start nginx
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2 Administration

This section of the manual gives some information how to administer and configure the various components of
the satnms M&C software. It describes how to invoke the programs used by the software and which command
line parameters these programs understand.

Chapter Configuration Files contains a reference to all configuration parameters which can be defined in
various configuration files of the software.

Chapter Event Database Configuration and Event Notification Add-Ons describes how to configure the event
database and optional add-ons which may be configured to trigger some actions on certain events.

Finally, the chapter Remote Control describes the features built into the sathnms M&C software for being
remotely monitored and controlled by an external software.

2.1 Program Invocation

The satnms M&C software consists of a number of programs running independently on the same or on separate
machines. The following chapters describes how to invoke these programs and which command line
parameters they accept.

2.1.1 MNC Server

The M&C server is run as a system service and is automatically started when the operating system comes up.
Normally there is no need to change the command line parameters which are passed to the program by the the
startup scripts. Most parameters of the M&C server may be configured by editing the vic.propertis configuration
file.

If the M&C server must be stopped or started explicitly, the follwing commands should be used:
systemctl stop satnms and systemctl start satnms
respectively. To start or stop the M&C one must be logged in as 'root' on the machine hosting the M&C server.
2.1.1.1 updating-mnc-service
This chapter is still under development. Please refer to the installation manual in the meantime.
2.1.1.2 Backup and-restore MNC
This chapter is still under development. Please refer to the installation manual in the meantime.

2.1.2 Backend Server

The backend server is run as a system service and is automatically started when the operating system comes
up. There are no command line parameters for the server program itself, the behavior of the backend is entirely
controlled by the backend.properties file.

If the backend server must be stopped or started explicitly, the follwing commands should be used:
systemctl stop backend and systemctl start backend

respectively. To start or stop the backend one must be logged in as 'root' on the machine hosting the backend
server.

2.1.3 Client Programs
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The following paragraphs list the command line invocation syntax and options for the sat-nms client software.

Being pure Java applications, the sat-nms clients may be run on severals operating systems. The explanations

given in the following are mostly independent from the operating system you are using. For all examples given
below, we assume that the file "client.jar" is located in your current working directory.

M&C Client
The M&C client program is invoked by a command line looking like this:
java -cp client.jar satnms3.gui.MCFrame [options ...] <IP address of the server>

The IP address of the M&C server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:
® -u <user-name> --- Specifies the user name for autologin. Must be used together with -p
e -p <password> --- Specifies the password for autologin. Must be used together with -u

e -| <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.
Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,
Bernstein, Acryl and HiFi.

e -m x0,y0,x1,x2,xc,yc --- Specifies the (overall) bounds of a multi monitor setup. When operated on a
single monitor PC, the client automatically determines the screen size and ensures that automatically
placed windows remain within the bounds of the screen. The -m option is not necessary in this case.
With multiple monitors, the abolute bounds of the rectangle enclosing all monitors must be specified
with the -m option. -m must be followed by a space character and 6 numbers separated by comma
characters: x0 = x coordinate of the top left corner yO = y coordinate of the top left corner x1 = x
coordinate of the bottom right corner y1 = y coordinate of the bottom right corner xc = x coordinate of
center position yc = y coordinate of center position Example: 0,0,3840,1080,2880,540 describes a
layout with two full HD monitors located side by side. The center position is defined as the center of the
right monitor (the splash screen and some other windows are shown centered at this point.

e -f(Q -f1--- Starts the client in full screen mode. The main window covers the complete screen, no window
decorations are shown. -f I shows the satnms toolbar (to launch the event log for example) -f 0
suppresses the tool bar.The full screen mode is intended to be used with touch screen panels. There are
limited capabilities to handle child windows in -f 0 mode, depending on the operating system of the
client pc.

e -t --- Starts the client without the toolbar.

e -n1-n2-n3--Tells the client how to treat "new faults". Without the -n option, new faults are not
reported separately. The fault indicator in the main window's toolbar ia active while the server's
summary fault is active.

o nl --- The program treats new faults separately. A fault is new until an operator acknowledges it
by clicking into the fault indicator or by acknowledging the fault in the event log or event report
window. The new fault is displayed as a red mark labeled "NEW FAULT". If the fault disappears
without being acknowledged, a gray "NEW FAULT" mark is shown.

o n2 --- Behaves like -n 1, but makes the program ring the keyboard bell while a new fault is
pending.

o n3 --- Works like the previous, but suppresses the very first "NEW FAULT" after the start of the
client. New faults which occurred while the client program did not run are not signalled, nor are
gray "NEW FAULT" conditions. Only new faults recognized while the client program runs are
shown.

® -s <screen-name> --- Tells the program to load the given screen definition file instead of the "default"
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screen on startup. Screen definition files are expected in the "screens" subdirectory of the server. The -s
also suppresses the display of the applications's splash screen on startup.

-v --- Suppresses the program version match check on startup

-d <r,g,b> --- Sets the foreground color of disabled texts / elements in the GUI. r,g,b are numbers in the
range 0..255, comma separated, specifying the RGB components of the color.

-V --- Tells the program to be verbose on the command line. This option is for debugging only, never set
it for operational use.

-y <layout-name> --- Tells the program to load the given window layout instead of the layour "default".

TreeView Client

The TreeView version of the M&C client program is invoked by a command line looking like this:

java -cp client.jar satnms3.gui.TreeView [options ...] <IP address of the server>

The IP address of the M&C server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:

-u <user-name> --- Specifies the user name for autologin. Must be used together with -p
-p <password> --- Specifies the password for autologin. Must be used together with -u

-I <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.
Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,
Bernstein, Acryl and HiFi.

-m x0,y0,x1,x2,xc,yc --- Specifies the (overall) bounds of a multi monitor setup. When operated on a
single monitor PC, the client automatically determines the screen size and ensures that automatically
placed windows remain within the bounds of the screen. The -m option is not necessary in this case.
With multiple monitors, the abolute bounds of the rectangle enclosing all monitors must be specified
with the -m option. -m must be followed by a space character and 6 numbers separated by comma
characters: x0 = x coordinate of the top left corner yO = y coordinate of the top left corner x1 = x
coordinate of the bottom right corner y1 = y coordinate of the bottom right corner xc = x coordinate of
center position yc = y coordinate of center position Example: 0,0,3840,1080,2880,540 describes a
layout with two full HD monitors located side by side. The center position is defined as the center of the
right monitor (the splash screen and some other windows are shown centered at this point.

-f 0 -f 1 --- Starts the client in full screen mode. The main window covers the complete screen, no window
decorations are shown. -f I shows the sat-nms toolbar (to launch the event log for example) -f0
suppresses the tool bar. The full screen mode is intended to be used with touch screen panels. There are
limited capabilities to handle child windows in -f 0 mode, depending on the operating system of the
client pc.

-t --- Starts the client without the toolbar.
-0 --- Enables automatic pop ups of the fault list window with every new fault.

-n'1-n 2 -n 3 --- Tells the client how to treat "new faults". Without the -n option, new faults are not
reported separately. The fault indicator in the main window's toolbar ia active while the server's
summary fault is active.

o nl --- The program treats new faults separately. A fault is new until an operator acknowledges it
by clicking into the fault indicator or by acknowledging the fault in the event log or event report
window. The new fault is displayed as a red mark labeled "NEW FAULT". If the fault disappears
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without being acknowledged, a gray "NEW FAULT" mark is shown.

o n2 --- Behaves like -n 1, but makes the program ring the keyboard bell while a new fault is
pending.

o n3 --- Works like the previous, but suppresses the very first "NEW FAULT" after the start of the
client. New faults which occurred while the client program did not run are not signalled, nor are
gray "NEW FAULT" conditions. Only new faults recognized while the client program runs are
shown.

e -5 <screen-name> --- Tells the program to load the given screen definition file instead of the "default"
screen on startup. Screen definition files are expected in the "screens" subdirectory of the server. The -s
also suppresses the display of the applications's splash screen on startup.

® -v --- Suppresses the program version match check on startup

e -d <r,g,b> --- Sets the foreground color of disabled texts / elements in the GUI. r,g,b are numbers in the
range 0..255, comma separated, specifying the RGB components of the color.

e -V --- Tells the program to be verbose on the command line. This option is for debugging only, never set
it for operational use.

Tabbed View Client
The Tabbed View NMS client program is invoked by a command line looking like this:
java -cp client.jar satnms3.gui.TabbedView [options ...] <IP address of the server>

The IP address of the NMS server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:

® -u <user-name> --- Specifies the user name for autologin. Must be used together with -p

® -p <password> --- Specifies the password for autologin. Must be used together with -u

e -| <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.
Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,
Bernstein, Acryl and HiFi.

e -m x0,y0,x1,x2,xc,yc --- Specifies the (overall) bounds of a multi monitor setup. When operated on a
single monitor PC, the client automatically determines the screen size and ensures that automatically
placed windows remain within the bounds of the screen. The -m option is not necessary in this case.
With multiple monitors, the abolute bounds of the rectangle enclosing all monitors must be specified
with the -m option. -m must be followed by a space character and 6 numbers separated by comma
characters: x0 = x coordinate of the top left corner yO = y coordinate of the top left corner x1 = x
coordinate of the bottom right corner yl1 = y coordinate of the bottom right corner xc = x coordinate of
center position yc = y coordinate of center position Example: 0,0,3840,1080,2880,540 describes a
layout with two full HD monitors located side by side. The center position is defined as the center of the
right monitor (the splash screen and some other windows are shown centered at this point.

® -s --- Suppresses the beeper ("silent").

e -t <tab-definition> --- Tells the program to load the given tab definition file instead of the "default"
definition on startup. Tab definition files are expected in the "tviews" subdirectory of the NMS server.

e -d <r,g,b> --- Sets the foreground color of disabled texts / elements in the GUI. r,g,b are numbers in the
range 0..255, comma separated, specifying the RGB components of the color.

® -v --- Suppresses the program version match check on startup

e -V --- Tells the program to be verbose on the command line. This option is for debugging only, never set
it for operational use.

Service Client

The ServiceClient client program is invoked by a command line looking like this:
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java -cp client.jar satnms3.sclient.ServiceClient [options ...] <IP address of the server>

The IP address of the M&C server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:
® -u <user-name> --- Specifies the user name for autologin. Must be used together with -p
® -p <password> --- Specifies the password for autologin. Must be used together with -u

e -| <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.
Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,
Bernstein, Acryl and HiFi.

e -n1-n2-n3--Tells the client how to treat "new faults". Without the -n option, new faults are not
reported separately. The fault indicator in the main window's toolbar ia active while the server's
summary fault is active.

o nl --- The program treats new faults separately. A fault is new until an operator acknowledges it
by clicking into the fault indicator or by acknowledging the fault in the event log or event report
window. The new fault is displayed as a red mark labeled "NEW FAULT". If the fault disappears
without being acknowledged, a gray "NEW FAULT" mark is shown.

o n2 --- Behaves like -n 1, but makes the program ring the keyboard bell while a new fault is
pending.

o n3 --- Works like the previous, but suppresses the very first "NEW FAULT" after the start of the
client. New faults which occurred while the client program did not run are not signalled, nor are
gray "NEW FAULT" conditions. Only new faults recognized while the client program runs are
shown.

e -s <service-definition> --- Tells the client to use another service definition file than 'default.xml'. The
service definition file must be placed in the ~/sclient directory at the M&C server

e -0 --- Enables automatic pop ups of the fault list window with every new fault.

e -r <seconds> --- Enables the automatic reconnect feature. Should not be used directly, the MasterClient
application makes use of this switch.

e -d <r,g,b> --- Sets the foreground color of disabled texts / elements in the GUI. r,g,b are numbers in the
range 0..255, comma separated, specifying the RGB components of the color.

® -v --- Suppresses the program version match check on startup

e -V ---Tells the program to be verbose on the command line. This option is for debugging only, never set
it for operational use.

ViolP Client
The ViolPClient client program is invoked by a command line looking like this:
java -cp client.jar satnms3.vioip.ViolPClient [options ...] <IP address of the server>

The IP address of the M&C server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:
® -u <user-name> --- Specifies the user name for autologin. Must be used together with -p

® -p <password> --- Specifies the password for autologin. Must be used together with -u
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e -g <group-ip> --- Defines the group to be displayed by this client instance. Expects the group ID (not the
name) as a parameter. This parameter is mandatory to make the program work, the group ID cannot be
set or changed at the GUI.

e -| <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.
Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,
Bernstein, Acryl and HiFi.

e -n1-n2-n3--Tells the client how to treat "new faults". Without the -n option, new faults are not
reported separately. The fault indicator in the main window's toolbar ia active while the server's
summary fault is active.

o nl --- The program treats new faults separately. A fault is new until an operator acknowledges it
by clicking into the fault indicator or by acknowledging the fault in the event log or event report
window. The new fault is displayed as a red mark labeled "NEW FAULT". If the fault disappears
without being acknowledged, a gray "NEW FAULT" mark is shown.

o n2 --- Behaves like -n 1, but makes the program ring the keyboard bell while a new fault is
pending.

o n3 --- Works like the previous, but suppresses the very first "NEW FAULT" after the start of the
client. New faults which occurred while the client program did not run are not signalled, nor are
gray "NEW FAULT" conditions. Only new faults recognized while the client program runs are
shown.

® -q --- Suppresses some alerts like 'connection broken' and others.

e -r <seconds> --- Enables the automatic reconnect feature. Should not be used directly, the MasterClient
application makes use of this switch.

e -d <r,g,b> --- Sets the foreground color of disabled texts / elements in the GUI. r,g,b are numbers in the
range 0..255, comma separated, specifying the RGB components of the color.

e -v --- Suppresses the program version match check on startup

e -V --- Tells the program to be verbose on the command line. This option is for debugging only, never set
it for operational use.

ViolP Configurator

The ViolPConfigurator program usually is invoked with a button click from the ViolPClient program. Beside this,
it also may be invoked as a stand alone program by a command line looking like this:

java -cp client.jar satnms3.vioip.ViolPConfigurator [options ...] <IP address of the server>

The IP address of the M&C server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:

-u <user-name> --- Specifies the user name for autologin. Must be used together with -p

-p <password> --- Specifies the password for autologin. Must be used together with -u

-s --- Suppresses the splash screen.

-I <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.

Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,

Bernstein, Acryl and HiFi.

® -q --- Suppresses some alerts like 'connection broken' and others.

e -d <r,g,b> --- Sets the foreground color of disabled texts / elements in the GUI. r,g,b are numbers in the
range 0..255, comma separated, specifying the RGB components of the color.

® -v --- Suppresses the program version match check on startup

e -V --- Tells the program to be verbose on the command line. This option is for debugging only, never set
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it for operational use.
CDB Table Editor

The CDB Table Editor program usually is invoked with a button click from the M&C Client program. Beside this,
it also may be invoked as a stand alone program by a command line looking like this:

java -cp client.jar satnms3.gui.CDBTableEditor [options ...] <IP address of the server>

The IP address of the M&C server may be replaced by a host name if your network installation provides name
resolution for this address.

The following command line options may be used with the program:

-u <user-name> --- Specifies the user name for autologin. Must be used together with -p

-p <password> --- Specifies the password for autologin. Must be used together with -u

-s --- Suppresses the database selector widget in the toolbar.

-I <look-and-feel> --- Lets you set the "look and feel" of the user interface to one of several definitions.
Accepted values are: Aero, Fast, Aluminium, McWin, Luna, Pulsar, Noire, Mint, Graphite, Smart,
Bernstein, Acryl and HiFi.

e -db <db-name> --- Selects the database to be edited. Default is ‘channels’.

2.1.4 Automatic Software Update Of The Client

The sat-nms Client Software (version 2.6.591 and above) includes an automatic check for updates. After
startup the client connects to the NMS server and compares the software versions. Client and server should
always run the same version of the sat-nms software. The software update feature also supports a downgrade
of the client software, e.qg. if the server has been restored from a backup with an older software version.

Upgrade

If the NMS server is running a newer version of sat-nms you can upgrade the local client to this version.

|| 2| Client Update Wizard =] %]

The serer USeS a hewer prograrm version than this client.
Serer: 2 6.583 2008-07-08, Client 2.6.992 2008-07-03

Do wou want to upgrade the client to the serer version ¢

lgnore Lpgrade Ahart

e [gnore: --- This ignores the version discrepancy and you will working with the already installed client
program.

e Upgrade: --- The newer client program will be installed on the local machine

e Abort: --- Aborts the client program, cancels the program download

Downgrade

If the NMS server is running an older version of sat-nms you can downgrade the local client to this version.
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|| 2| Client Update Wizard Ba=x]

The server uses an older prograrm version than this client.
Serer; 2 65582 2008-07-03, Client 2.6.993 2008-07-08

Do you wantto downgrade the client to the server version %

lgnore | Dowwngrade Ahort

e Ignore: --- This ignores the version discrepancy and you will working with the already installed client
program.

e Downgrade: --- The older client program will be installed on the local machine

e Abort: --- Aborts the client program, cancels the program download

Download process

After pressing the upgrade or downgrade button, the software starts the download of the client program from
the server to the local machine. With a LAN connection this takes only a few seconds, if you are connected
through a dial up connection may take somewhat longer.

|| 2| Client Update Wizard m=%)

Llpgrading to version 2.6.5993 2003-07-08
Diowenload in progress ..

241664 bytes received.

Abor

You may cancel the download at any time by clicking the 'Abort' button. After successfully downloading the
software displays a message and after selecting OK the client program will be closed.
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|| 2| Client Update Wizard =EE

File dowenload completed.
FPlease startthe client program again to activate the new wersian.

Now simply restart the client again as described in chapter 'start client' and you will work with the upgraded or
downgraded version.

2.2 Configuration Files

The satnms M&C software provides a number of configuration files which control wide aspects of the
functionality of the software files all use an easy to read and mostly self explaining format. The files explained
in the following chapters are:

e backend.properties: This file is located in the base directory of the satnms backend installation. It
controls the behavior of the backend server.

e user-ip-restrictions.json: This file is also located in the base directory of the satnms backend installation.
It controls which user may login to the backend from which machine.

e vic.properties: This file is located in the base directory of the satnms M&C installation. It controls all
important parameters of the M&C server.

e client.properties: This file also is located in the base directory of the software. It is read by every legacy
Java client connecting to the server. It controls important aspects of the client software's behavior.

e satnms.rc: Controls the startup of the satnms software and programs which have to be initialized before
the M&C server itself can be started.

e system.name: Defines the name of the M&C system

e traprec.json: Controls the behavior of the SNMP trap receiver built into the software.

2.2.1 backend.properties

The backend.properties file controls the configuration of the backend server. How many and which M&C
systems are controlled by the backend, how to authenticate at the backend and some debugging options are
defined in this file. The backend.properties file is read once by the software on startup, so any changes to this
file become effective with the next start of the backend. The backend installation package contains a
backend.properties.default file which can be used as a template to setup a new properties file from scratch.

Controlled M&C systems

For every M&C system controlled by the backend, at least two parameters must be set: The M&C system's IP
address ( backend.mnc.*.ip ) and it's name ( backend.mnc.*.name ). Example for the first M&C:

backend.mnc.1.ip=127.0.0.1
backend.mnc.1.name=MNC

M&Cs are numbered 1,2 ... n, number 1 is called the primary M&C. It must always exist, the backend uses it to
get screens, driver definitions and to authenticate users during the login. The name of each M&C should match
the name which is set at the M&C server itself. This ensures that the M&C name presented at the Ul frontend
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matches the M&C name appearing in event log messages.

The backend supports redundant M&C pairs, monitors and control the switchover. To define a redundant M&C
pair, some more parameters are required. They are the IP address of the backup M&C and some timing
parameter controlling the switchover process.

backend.mnc.2.ip=192.168.2.229
backend.mnc.2.name=MNC-2
backend.mnc.2.backup.ip=192.168.2.227
backend.mnc.2.backup.retries=3
backend.mnc.2.backup.delay=15

As soon as backend.mnc.*.backup.ip is defined for a M&C, this is considered to be a redundant pair. The

backend.mnc.*.backup.retries parameter defined how many reconnect attempts to the primary M&C shall
be made until a switch over is done. backend.mnc.*.backup.delay specifies the wait time between
connection attempts.

EventDB server

The backend needs to know where the event database is hosted. The IP address is specified with:
eventdb.server=127.0.0.1

For small installations this is typically the same machine as the backend
SQL database access

The backend stores information about satellites, satellite channels and antenna pointing in SQL a database.
The settings below specify how to access this database. Again in a small installation the database will run on
the same host as the backend itself.

db.satlist.host=127.0.0.1
db.satlist.user=satnms
db.satlist.password=satnms
db.satlist.usessl=false

The backend may use a redundant database configuration where the primary database server is configured r/w
and the backup server is r/o. For such a configuration the db.satlist.host parameter defines the primary
and backup server addresses separated by a comma. The first address denotes the primary database server.

db.satlist.host=192.168.0.100,192.168.0.101
db.satlist.keep=300

The db.satlist.keep parameter defines the time (secs) after which the backend cuts a connetion to the
backup server in order to try if the primary one is available again.

Data-Recording (timeseries) DB config

The backend stores parameter values that are defined in the recorder-configs db. These values are
identified by their parameterid and are written to the timeseries tables for efficient query. Using a separate
database for this purpose keeps the performance of the primary satlist database high and low disk usage while
still giving you a fully normalized history of every recorded metric.

If you prefer not to run a second database instance, simply duplicate the satlist configuration values.
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db.satrec.host=127.0.0.1
db.satrec.user=satnms
db.satrec.password=satnms
db.satrec.usessl=false

Inventory database

The inventory database is part of the SQL database which also stores satellite channels etc. The inventory
feature must be enabled explicitly by setting the parameter below to true:

db.inventory.enabled=false
db.inventory.debug=false

The db.satlist.* parameters shown in the section above this must also be setup properly to enable the
inventory database. Setting the debug flag true lets the software print out all SQL traffic regarding the
inventory into the .panic.log file. This causes huge log files, therefore it should be used only investigating
problems, not during normal operation.

OAuth2 authentication

The backend uses OAuth2 to authenticate API calls. it provides a local authority which issues tokens for local
logins. The parameters below configure the behavior of this feature

oauth2.access.token.valid.time=3600

Specifies the time a token is valid (seconds). default is 3600
oauth2.refresh.token.valid.time=7200

Specifies the time the refresh token is valid (seconds). default is 7200
max.sessions.total=0

Specifies the max. number of session which totally may be open at the same time (default 0, means don't
care)

max.sessions.user=0

Specified the max. number of session which may be open at the same time for the same user (default 0, means
don't care)

The backend accepts JWT tokens from an external authentication authority if the following parameters are set
URL to access the JWKS from this authority. default is empty.

oauth2.jwk.provider=

The parameter below specifies IP address of an HTTP(s) proxy if the JWKS provider shall be accessed thru this
proxy. default is empty (no proxy)

oauth2. jwk.proxy=

The parameter below specifies the AD group name to privilege level look up list. It consists of group-
name:privilege-level pairs, separated by comma characters. default is an empty list.
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oauth2.groups=SATNMS-ADM:150, SATNMS-0P:110

Beside from the "Authentication" header the backend may read the JWT token from a cookie coming with the
API call. default is empty (don't accept JWT from a cookie)

oauth2.cookie.name=

LDAP local login

For local logins the backend may look up the credentials of a user at an LDAP directory server instead of
parsing the .users file from the primary M&C. The settings below are used to specify how to access the
LDAP server and how to interprets the data read from there:

ldap.enable=yes
ldap.url=1ldaps://ad.mydomain:636
ldap.default.domain=ad.mydomain
ldap.search.user=searchsatnms
ldap.search.password=searchsatnms
ldap.groups=SATNMS-ADM: 150, SATNMS-0P:110
ldap.keystore.name=1ldap.pl2
ldap.keystore.password=satnms

Debug settings

The backend offers a number of parameters which enable extensive logging of certain events, internal
messages of parameter updates for debugging purposes. For normal operation you should keep the disabled all
because log files can become very large with debuggin enabled. Debugging also may reduce the performance
of the backend.

The parameter/status communication to a specific M&C may be logged by setting this parameter true (replace
"*' with the index of the M&C to switch to verbose.

backend.mnc.*.verbose=true

Setting this true logs every message sent over a websocket. Creates a huge amount of log data, logs are
better to interpret if only one single frontend with one window is connected to the backend

websocket.verbose=false

Setting the parameter blow to true logs m&c connect/disconnect events.
websocket.logConnected=false

Setting the parameter below to true logs the oauth2 authentication process for every API call in detail.
oauth2.verbose=false

The parameter below controls logging for LDAP logins. Please note that this setting expects 'yes' to be
activated.

ldap.verbose=no

2.2.1.1 Example configurations
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MNC and Backend services on same host (all-in-one installation)

This is a very simple configuration running backend and MNC service on the same host without any additional
features:

# MNC server
backend.mnc.1.ip=127.0.0.1
backend.mnc.1.name=MNC

# EventDB server
eventdb.server=127.0.0.1

Two MNC systems and a backend server on different host
This setup includes 3 different hosts:

e One central server running the backend service, event database SatDB datbase.
e Two hosts running the MNC service.

The backend service connects via network to the MNC services on both host. And the MNC services deliver
their events to the central server and using the SatDB on the central server.

# MNC servers
backend.mnc.1.ip=10.16.2.1
backend.mnc.1.name=UPLINK-TP1
backend.mnc.2.ip=10.16.2.2
backend.mnc.2.name=UPLINK-TP2

# EventDB server
eventdb.server=10.16.2.21

# SatDB server
db.satlist.host=10.16.2.22
db.satlist.user=postgres
db.satlist.password=mysecretpassword
db.satlist.usessl=true

backend server controlling redundant MNC systems
This setup includes also 3 different hosts:

e One central server running the backend service, event database SatDB datbase.
e A redundant pair of MNC services (Main and Backup)

The backend service connects via network to both hosts and control which one is the currently active MNC
service. The backend services monitors the availability and stops & starts the MNC services on the hosts as
required.

The active MNC service delivers its events to the cental EventDB server
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# MNC servers
backend.mnc.1.ip=10.16.2.1
backend.mnc.1l.name=UPLINK-TP1
backend.mnc.1l.backup.ip=10.16.2.2
backend.mnc.1l.backup.retries=3
backend.mnc.1l.backup.delay=30

)

# EventDB server
eventdb.server=10.16.2.21

2.2.2 user-ip-restrictions.json

If the backend finds this file at startup, it restricts the access to the backend following the rules defined in this
file. The rules in the file describe which user may login to the backend from which client machine. This applies
to WebUI logins, not to operation system level (ssh) logins.

IP based login restrictions be defined in two ways:

1. From a given client IP address (or subnet) only a defined set of users may log in.
2. A given user may login only from a defined set of IP addresses or subnets.

While these restrictions at the first glance sound quite similar, the consequences of these restrictions may be
completely different. A type 1 rule is used to exclude all users who are not listed in the rule, a type 2 rule
excludes all non listed locations for a particular user.

The user-ip-restrictions.json file uses JSON to describe the rules to be applied. Example:

{
"comment": "Example rules file",
"ip sources": [
{
"source address": "10.10.21.0/24",
"allowed users": ["peter","paul","mary"]
o
{
"source address": "192.168.0.144",
"allowed users": ["guest"]
}
P
"users": [
{
"username": "john",
"allowed addresses": [ "10.10.1.0/24", "192.168.2.0/24" ]
}
P
"default behavior": "grant"
}

The array "ip_source" contains the list of type 1 rules. Each rule defines an IP address or subnet and the list of
users who are permitted to login from this network location. In the example above, from the subnet
"10.10.21.0/24" only the users "peter","paul" and "mary" are permitted to login. all other users are rejected
when trying to login from this subnet, even if they entered valid credentials. The second rule in this list limits
the login from the IP "192.168.0.144" to the user "guest".

The array "users" contains the list of type 2 rules. In this example there is only one rule define which limits the
login for user "john" to the subnets "10.10.1.0/24" and "192.168.2.0/24". Login attempts for "john" will be
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rejected unless the IP address of his computer is in one of these subnets.

Finally, the definition "default_behavior" tells how to deal with users who are not covered by any rule above.
Valid options are "grant" or "deny".

The file may contain type 1 and type 2 rules at the same time or only one of the arrays "ip_source" or "users".
For example only one client machine may be limited to a certain user:

{
"comment": "Example rules file",
"ip source": [
{
"source _address": "192.168.0.144",
"allowed users": ["guest"]
}
I,
"default behavior": "grant"
}

This file only limits the Browser at "192.168.0.144", only user "guest" may login from here. Other users are
rejected when logging in from here, but they may login from any other source.

If the user-ip-restrictions.json file does not exist, not IP based login restrictions are applies. user-ip-
restrictions.json uses strict JSON syntax, any comments in the file must be coded as definitions which are
ignored by the parser (e.g. "comment":"...").

2.2.3 vic.properties

Defines some general configuration settings of the VLC/M&C Server, some of them may be defined on the
command line, too.

Timezone settings

By default the sat-nms software displays all timestamps in UTC. you may change this with the timezone
parameter. IF CHANGED, THE PARAMETER MUST BE CHANGED IN BOTH, vic.properties AND client.properties TO
THE SAME VALUE !!

With a NMS system, the timezone for NMS, all VLCs and all clients MUST be UTC, the timezone parameter must
not be defined !!

## Examples for non-UTC time zones:
## timezone=GMT+03
## timezone=GMT-10

SNMP exceptions

Print exceptions for SNMP communication usefull for debugging SNMP. Default is no . Exceptions will be
logged to .panic.log

showSNMPExceptions=no

Catch Exceptions

Print more/all exceptions for SNMP communication usefull for debugging SNMP. Default is no . Exceptions will
be logged to .panic.log
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showCatchedExceptions=no

Startup debug

yes makes the software to log in detail what it does during startup Defaultis no . Messages will be logged
to .panic.log

## startup.debug=yes
startup.debug=no

Procedure debug

Setting to true adds additional information to the output of verbose mode. It shows at the beginning of a
driver cycle which procedures are marked as "to be excecuted" (dirty) with a timestamp and it show when
these procedures are executed.

## procedures.debug=true
procedures.debug=false

Remember to the set verbose mode of the device to true if you want to see the additional information.

Example:

GET procedures 9 12 marked dirty 14:25:35.263
running procedure 9 14:25:35.264
tx(BCRX-1): /read?levl=?
rx(BCRX-1): levl=-77.45
BCRX-1.power=-77.45
running procedure 12 14:25:35.493
tx(BCRX-1): /rmt?sact=?
rx(BCRX-1): sact=0
BCRX-1.ssrch.active=0

Startup Delay

Adds a delay between the initialization of two device threads. Value in msec, default 0.
startup.delay=100

Communication timeout deprecated

The communication timeout to be used for tty over ip connections in msec, Default 2000. This setting is
deprecated because the timeout can be configured via
Device-Window > Maintenance Page > Serial > Timeout individually for each device.

tty.ip.timeout=2000

TCP/IP interface definitions deprecated

Defines interfaces to control devices via tcp/ip. This is deprecated because it can be easily defined via client
Device Setup Window . There is no need anymore to define ttyNx pseudo-interfaces.

Local event database
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If set to 'yes' the server starts it's own event database. This is for stand alone M&C systems.

VLC's integrated to a NMS don't use a local event database, they send the messages to the central event
database on the NMS server instead. Also MNCs working with a common Event Database, don't use a local
event database.

By default, the command line switch -e in /home/satnms/satnms-start will already enable a local event
database if SATNMS TYPE="mnc" in /etc/satnms.rc is setto mnc .

Duplicate events

If setto yes on a MNC system sending it's event messages primarily to a central event database, the
message are also duplicated to a local event database. Defaultis no .

To make this work, local.edb must be setto yes as well.

Never set duplicate.edb=yes for a stand alone MNC system. All messages will appear twice in the event log!
duplicate.edb=yes

EventToSerial AddOn
AddOn for fault messages reports to external systems:

e satnms.addon.EventToSerial: sends text messages to serial interface
e satnms.addon.EventToMail: sends text messages to mail recipients
e satnms.addon.EventToScript: calls a user defined script on selected events

Both needs additional configuration in separate configuration files.

server.addon=EventToSerial
server.addon=EventToMail
server.addon=EventToScripts

Serial Control Port

To control the VLC/MNC remotely via a serial interface set this option to a valid port name. Don't use this port
to control a device at the same time.

server.rcontrol.port=/dev/ttyS1
server.rcontrol.baudrate=9600

Network Control Port

The VLC/MNC server provides a SSL remote control port (read-write) at port 2015, a TCP remote control port at
port 2016 (read-write) and a second one at port 2017 (read-only). To switch off either of these ports comment
out the appropriate line.

server.rcontrol.ssl.read-write=yes
server.rcontrol.tcp.read-write=yes
server.rcontrol.tcp.read-only=yes

Build-in WebServer

Setting this true makes the built in web server on TCP port 2002 require the user to login with a valid
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user/password combination in order to see / modify the parameter tree.
http.requiresAuthentication=true

TimeSync with NMS server

The following entry specifies the behavior of the server when it detects that the VLC clock is more than 30
seconds off the NMS time. Three settings are possible:

e FAULT : A fault of the SYSTEM device is generated (default)
e LOG : The time difference is logged as a INFO message to the event log
e IGNORE : The time difference is ignored completely

Only required in NMS environment where no NTP service is available.
server.nms.clockdiff=IGNORE

Default Help Page

To configure the main help page set this option to the name of the html-page without any directory or file
extension. The main help page is the page that appears when clicking the help button in the main screen.
default: 2210

help.topic=4520

Channel database

The CDB client in the software is preconfigured to work in a VLC/NMS configuration. The CDB server is located
at the NMS in this configuration, the connection to the CDB is on/ine while the VLC onl/ine from the NMS' point
of view.

Beside this, two other configurations are possible: A MNC can run it's own CDB server as a self contained
solution or multiple MNC servers can share a CDB running on one of them.

A MNC running a CDB server must set thisto true . false disables the local CDB server

## cdb.localOnly=true
cdb.localOnly=false

A MNC which wants to use the CDB running on another MNC must uncomment this line with the IP address
modified to the address of the M&C running the CDB server.

cdb.externServerAddress=192.168.2.214

Setting this true, enables some magic when editing channel names in the RX-LineSettings-CDB-KSC device:
Channel names automatically get a signature containing the DVB-mode, the symbol rate and the RX pol
appended. In the channel editor page this signature is not visible.

## cdb.LineSettings.magicname=true
cdb.LineSettings.magicname=false

If present, these entries make the channel / biss-key databases sync the local backup to the central database
in the NMS in regular intervals. The time interval is defined in hours (floating point).

It is disabled if cdb.localOnly=true
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## cdb.channels.syncInterval=24.0
## cdb.bisskeyl2.syncInterval=24.0
## cdb.bisskeyl6.syncInterval=24.0

CDB bridge

Actual M&C installations no longer use the CDB. Instead all satellite and channel related data is stored in the
central SQL database. The sat-nms Web-Ul permits to maintain this data in an easy and comfortable way.

For applications which want to access channel data using the same interface and protocol as with the CDB, the
software provides a 'CDB bridge' adapter which translates cdb requests into the equivalent SQL interactions.

To enable the CDB bridge, set
cdb.bridge=true

All other lines starting with 'cdb' should be removed or commented out to avoid any interference between CDB
and the CDB bridge.

settings for CSM spectrum analyzers

Switches the preamp for a LPTech LPT3000RX4 spectrum analyzer ON/OFF affects all LPT3000RX4 controlled
by the M&C, default is preamp ON

csm. 1pt3000rx4. preamp=0N

This setting is deprecated, it refers to the outdated CSM-Spectrum-Analyzer device. Actual spectrum analyzer
drivers handle this internally

Universal SNMP agent
The following entries refer to the universal table based snmp agent listening at UDP port 2261.

Defaults are:

snmp.agent.enable=no

snmp.agent. readCommunity=public
snmp.agent.writeCommunity=private
snmp.agent.trapTargets=

trapTargets is a space separated list of IPv4 addresses, each optionally followed by a colon and a port
number. for entries without port number port 162 is assumed.

Example:

snmp.agent.enable=yes

snmp.agent.readCommunity=public
snmp.agent.writeCommunity=private
snmp.agent.trapTargets=192.168.0.89:2162 127.0.0.1:2162

User configurable SNMP agent

The following entries refer to the user configurable snmp agent listening at UDP port 2161.

snmp.max.0id=1000
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The agent gets initialized if a snmp.setup file exists. The agent limit the number of OIDs it creates from the
snmp.setup file. The default limit is 1000 and may be changed using the parameter shown above.

UDP Heartbeat

These entries control the UDP heartbeat sent by a VLC to make the NMS recognize that the VLC is reachable in
the network. To activate the heartbeat, set udp.heartbeat.enabled=true

The interval generally should not be changed. It is given in msec, it should be set to one third of the timeout
value set at the NMS.

udp.heartbeat.enabled=false
udp.heartbeat.enabled=true
udp.heartbeat.interval=5000

logParameterChanges

If set true, event log messages indicating parameter changes (logParameterChanges set true for a device) also
contain the name and the IP address of the initiator of the parameter change. default is false for backward
compatibility

## log.initiator=false
log.initiator=true

Prologix debug

Enable debug output for ProLogix GPIB to Ethernet converter. Disabled by default.
prologix.debug=false

Macro Scheduler

If set true, the macro scheduler automatically deletes outdated events. if false, these events remain in the
schedule and can be viewed in the GUI. Default is true.

## scheduler.autodelete=true
scheduler.autodelete=false

Client Queue Size

This entry configures the client queue size (number of messages). Default value is 10000, the value which was
set before as fixed size.

clientpeer.queueSize=50000

Port binding

By adding a line bind.xxxx=a.b.c.d the server socket at port xxxx can be bound to a specific address /
interface

works fo the following port numbers

Port Service

2000 Debug terminal
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Port Service

2001 Server-Client message transfer
2002 HTTP webserver (deprecated)
2003 M&C server control

2004 EventDB feed

2005 Live event log

2006 EventDB query

2007 JFTP data transfer

2.2.4 client.properties

Several aspects of the client behavior can be configured in the text based configuration file
/home/satnms/client.properties . The following chapter descripes the different option and related
functionalities.

All chances in this file we be applied for every client which connects to the server after this configuration file
was written.

Addressing users and hosts

All keys in this file may be prepended by a user name (the user name to log into the sat-nms GUI) or a host
name. If the value for a key 'some.key' is searched, the software first tries 'user.some.key' where 'user' is
replaced by the current user's login name. If this key was not found, it tries 'hostname.some.key' where
hostname ist the client's host name as reported by the operating system. If this also fails, the as the last fall
back the plain key is searched.

This search method gives the capability to overwrite some client properties for specific users or client hosts.

Examples:

## disable edit/take mode for client with hostname "pcl":
pcl.gui.useEditTake=false

## disable edit/take mode for sat-nms user "userl" on any client pc:
userl.gui.useEditTake=false

Time zone settings

By default the sat-nms software displays all timestamps in UTC. you may change this with the timezone
parameter. IF CHANGED, THE PARAMETER MUST BE CHANGED IN BOTH, vic.properties AND client.properties TO
THE SAME VALUE !!

Examples for non-UTC time zones:

timezone=GMT+03
timezone=GMT-10

Exclusive login

Setting this true enables _exclusive login*, meaning that only client may be logged in at a time.
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login.exclusive=false
login.exclusive=true

When trying to login on a system with enabled excl/usive login* and there is already another user logged in, the
login dialog will report this with the message another client is logged in and gives you the option to
*FORCE your own login and kick out the connected user. Forcing login is only possible with an administrator
account (privilege level 150)

Primary client

Setting this to an IP address of a certain client computer gives this client instance an exclusive priority: no
other client may force the log out of the primary client, but the primary client may log out any other client.

This option is meaningful only if login.exclusive=true

A typical application scenario is, that a client installed at the antenna site should be able to block a remote
connected users.

login.primary=192.168.0.101

Automatically timed logout

Setting this to a value greater 0 enables automatically logout of users sat-nms client users after the given
number of minutes of (user-) inactivity.

To make special setting for a given user or host add username or hostname in front of autologout parameters.
By default this automatically logout is disabled (0).

Example disable autologout for user _operator* but set it to 5 minutes for all others:

## other users
operator.autologout=0
autologout=5

Device list windows access level

The privilege level necessary to open the device list in the toolbar in the VLCFrame / MCFrame windows.
Default required privilege level to open the device list windows is 100 (operator).

devicelist.privilege=110

Config parameter access level
The privilege level necessary to change device setup parameters at the maintenance / setup window.

Default is 150, select a lower number will allow different users than normal administrators to change these
settings. Recommendation is to define users with level 140.

configParameters.privilege=140

Macro scheduler access level

This defines the privilege level necessary to edit the schedule of the system macro scheduler.

scheduler.privilege=110
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Screen element background color

True makes the configured background color of disabled screen elements override the system 'disabled'
background. Works only with entry fields, read-only fields and with the searchable drop down list field.

gui.overrideBackground=true

Look and feel of read-only elements

True lets read-only elements look "enabled" even if the operator is not logged in. This is the way, sathms2 did
show read-only fields. Default is false

gui.keepReadOnlyEnabled=true

Edit/Take mode

True makes the user interface use the edit/take mode for all device screens. This option change the behavior of
device screens. With enabled edit/take mode commands will be not send directly if you enter a new value or
select a dropdown entry. But all device windows will show 2 additional buttons : EDIT and TAKE.

The EDIT button enables all read/write parameter fields to change the values and the TAKE button send all
changed parameters to the device.

By default this mode is disabled.
gui.useEditTake=true

*Event sort order

True makes the event report and event log windows sort recent fault messages first (on top). Default is false.
gui.eventSortRecentFirst=true

Fault list window background color

If set true, in the fault list window warnings are shown with a yellow background, faults with a red background
(may be changed by a toolbar button of the window)

gui.faultListColored=true

Fault list window line color

If set true, the fault list window sorts the lines fist by device, then by time (may be changed by a toolbar button
of the window)

gui.faultListByDevice=true

Suppress warnings fault list window

If set true, the fault list window suppresses all warnings (may be changed by a toolbar button of the window)
gui.faultListSuppressWarnings=true

Suppress signal on emblem
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True prevents device icons showing the 'signal on' emblem, even if the device state is recognized as 'signal on'
and an image file for the emblem has been found.

gui.suppressSignalOnEmblem=true

New fault popup

If set true, each new fault makes the fault list window pop up (or come to front). applies only to the M&C client.
The -0 command line switch of satnms3.gui.MCFrame has the same effect.

gui.faultListPopUpOnNewFault=true

Show tree view button

True makes the M&C client window show a toolbar button to launch a tree view window, false suppresses this
button. This feature is enabled by default, the tree view button is shown if this definition is missing

gui.showTreeViewButton=true

Tree view default device icon

The treeview client/window uses this device icon to build dynamically generated device screens.
gui.treeview.dynamicDeviceIcon=device-rectangle.gif

Alternative Switch icon set

Define different switch icons for the screen editor

gui.editor.predefinedSwitch.l=cwgswitch
gui.editor.predefinedSwitch.2=cwgswitch-mirrored
gui.editor.predefinedSwitch.3=ccxswitch
gui.editor.predefinedSwitch.4=ccxswitch-mirrored
gui.editor.predefinedSwitch.5=clswitch
gui.editor.predefinedSwitch.6=crswitch

VLC player integration

The full path of the VideoLAN media player. Required to run the VLC player on Windows client machines from a
"VideoLAN" frame button.

Backslashes must be doubled, the whole path must be enclosed in double quotes if it contains spaces. You can
also defined this setting by host to target client PCs with different operating systems.

videolan.exe="vlc.exe"
videolan.exe="C:\\Program Files (x86)\\VideoLAN\\VLC\\vlc.exe"

Event DB

Defines the IP Address of the EventDB Server used by the client to show the Eventlog. This is usually not
configured: The Client will use the IP address of the MNC server.

In case the EventDB is not available locally on the MNC server but on any other machine you can configure
here the IP address of the "external" EventDB Server.
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eventdb.server=10.10.1.111

2.2.5 satnms.rc

working mode

Select between operation as MNC server (mnc) or together with an NMS Server (vic)
SATNMS TYPE="mnc"

mnc name A unique identification for an MNC system. use UPPER case letters this should match with the name
definition in backend.properties e.g. MNC-A if backend.mnc.1l.name= MNC-A

Defaultis set to MNC , which is ok for all-in-one systems. As soon as you have more than one MNC service in
your setup, select here unique values.

SATNMS HOSTNAME="MNC"

serial ports (deprecated)

Moxa PCI Express cards did not have any jumpers to select RS232/422/485 and termination. This has to be set
with muestty on startup.

Servers with OS Debian-satnms-4 and later supports 1 card with up to 8 ports. Define here the existing ports
and interface types:

## add 2 lines for each port and replace "x" with the number 1..8
SATNMS SERIALx_ INT = [RS232,RS422,RS4852W,RS4854W]

SATNMS SERIALx TERM = [NONTERM, 120TERM]

## (only relevant for 422/485)

## example Port 1 to RS422 and no termination

SATNMS_SERIAL_INT 1=RS422
SATNMS_SERIAL_TERM 1=NONTERM

Please refer to Moxa documentation for details. Check current settings with
muestty -g /dev/ttyS1l

Card comes up with RS232, therefore it is not necessary to configure these cards. Just comment out lines with
RS232 to prevent error messages.

2.2.6 system.name

Add one line (text) which should be shown in the window title of the sat-nms MNC Java Client. Default is
sat-nms MNC Monitoring & Control System

Examples:

e Antenna 1 M&C
e MNC Teleport Steisslingen

2.2.7 traprec.json

This file configures the trap receiver built into the M&C server. The trap receiver is used to call
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PROC ASYNC TRAP procedures in selected devices / device drivers on every received SNMP trap. The trap
receiver is started if this file is present and can be parsed successfully.

File Syntax

The file uses JSON syntax to define the traprec configuration in a structured way. The elements of the JSON
document are explained best by example:

{
"comment": "sat-nms SNMP trap receiver configuration",
"general": {
"listenPort": 2162,
"logToStdOut": true,
"logToEdb": false,
"trapCommunity": "public"
)
"snmpvl": {
"enabled": true
)
"snmpv2c": {
"enabled": true
)
"snmpv3": {
"enabled": true,
"users": [
{
“name": "secretname",
"authpass": "AuthPassword",
"authentication": "MD5",
"privacy": "NONE",
"privpass": "PrivPassword"
}
1
}
}
general

The general section defines some general properties of the trap receiver. The definitions in this section are:

name type default description

The port number to listen at. The valid range for this is 1024
listenPort integer 2162 to 65535. If you require the trap receiver listen at the standard
port 162, you should setup a port forwarding to 2162 for this.

If enabled, every received trap gets logged to stdout (to the
.panic.log file). The complete trap information as available in

logToStdOut bool false the PROC ASYNC TRAP procedures ist logged. This is useful for
debugging which traps are sent by a device.

logToEdb bool false :anabled, every received trap gets logged in the M&C event

trapCommunity string null If set, the trap receiver accepts only traps which match the

given trap community (SNMPv1 and SNMPv2c only)
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snmpvl

The snmpv1 section contains a flag to enable or disable SNMPv1 at the trap receiver.

name type default description

enable bool false true enables SNMPv1

If disabled, the trapreceiver ignores all SNMPv1 traps it receives.
snmpv2c

The snmpvZ2c section contains a flag to enable or disable SNMPv2c at the trap receiver.

name type default description

enable bool false true enables SNMPv2c

If disabled, the trapreceiver ignores all SNMPv2c traps or inform messages it receives. SNMPv2c inform
messages are not acknowledged by the trap receiver if SNMPV2c is disabled.

snmpv3

The snmpv3 section contains a flag to enable or disable SNMPv3 at the trap receiver and the list of
authenticated users the trap receiver accepts.

name type default description
enable bool false true enables SNMPv3
users array - a list of user definitions (see below for details)

If disabled, the trapreceiver ignores all SNMPv3 traps or inform messages it receives. SNMPv3 inform messages
are not acknowledged by the trap receiver if SNMPV3 is disabled.

users

If SNMPv3 is enabled, the snmpv3 section must contain a users array with at least one element. SNMPv3 does
not work without a user definition, even in noAuthNoPriv mode. The definitions for one user are:

name type default description
name string - The secret name of the user.
. The user's pass phrase, this is required if authentication is not
authpass string - N N
NONE

The authentication mode, one of "NONE", MD5" or "SHA".
authentication string "NONE" "NONE" implies noAuthNoPriv mode, privacy is ignored in this

case.
privacy string "NONE" The privacy mode, one of "NONE", "AES" or "DES".
privpass string - The privacy pass phrase, this is required if privacy is not "NONE"

The name definition is mandatory for a user as well as the authentication and privacy definitions. The pass
phrase definitions are only required if authentication and/or privacy are enabled.
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2.3 Remote Control

The satnms M&C software support several remote control interface which let an superordinate NMS control the
M&C. In this section the direct remote interfaces of the M&C server are discussed. Both require direct IP access
to the M&C server, accepting any possible security risks arising from that.

The preferred method of monitoring or controlling an M&C from an external program is the HTTPS based API of
the M&C backend. USing this, all M&C systems controlled by the backend may be monitored thru one single
interface.

The direct remote interfaces of the M&C server are SNMP and a text based terminal protocol using TCP/SSL
Ports for remote control.

The SNMP Agent built into the M&C server comes in two different flavors: One is table based and standardized,
offers a limited number of parameters in a MIB which is the same for all satnms M&C systems. The second one
is application specific, for every satnms M&C installation a unique MIB can be generated which contains
exactly the parameter which shall be monitored or controlled.

2.3.1 SNMP Control

The sat-nms software contains two SNMP agents which may be used to control the software from an external
NMS.

Universal SNMP Agent

The universal SNMP agent publishes a limited number of device parameters in a fixed, table oriented MIB. This
SNMP agent permits to monitor and partially control any sat-nms M&C using the same MIB - regardless of the
device configuration of the particular M&C. The universal SNMP agent listens at port 2261, it is based on
SNMPv2.

The MIB provides one table which contains all devices which are configured in the sat-nms M&C. No special
mapping is necessary for this table as there are only very common parameters like the device name, its fault
state or its administrative state in this table.

Beside this, the MIB contains a couple of tables, each representing all devices belonging to a so called 'device
class'. For instance, there is one table containing all HPAs in the M&C and one table containing all waveguide
switches. These class specific tables contain some parameters which are common to the devices of the
particular class. The HPA table contains parameters for tx-on, for attenuation and forthe measured output
power for each device, the waveguide switch table provides a parameter for the switch position.

As device drivers sometimes use different parameter names for the same or similar function, an individual
mapping from the 'universal' parameter in the MIB to the real parameter in the device is necessary for every
single sat-nms device driver. Device drivers which do not contain any information about the device class this
devices belongs to and how the parameters are to be mapped into the MIB only appear in the in the general
device table of the MIB.

A sat-nms device (physical or logical) may be represented by multiple device classes in the MIB or by multiple
instances of the same class. For example a combined upconverter and HPA may appera as a HPA in this table
(with its HPA specific parameters) and a second time in the upconverter table with its frequency parameter.

Also devices consisting of multiple modules can be treated this way in the MIB, there are quad block
upconverter on the market which provide four independent converter modules in one device. Such a device
can be mapped in way, that it appears as four BUC devices in that table.

By default the universal SNMP agent is disabled. Use the following keys in the vic.properties file to enable the
agent, set the read/write community strings and an optional list of trap/notification destinations. Each IP
address in this list will receive a notification message for each device which changes its fault state. Example:
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snmp.agent.enable=yes

snmp.agent.readCommunity=public
snmp.agent.writeCommunity=private
snmp.agent.trapTargets=192.168.0.89:2162 127.0.0.1:162

'snmp.agent.trapTargets' defines a list of zero or more IP addresses in dotted quad notation. The addresses
may contain a port number like in the example above, if no port number is specified, the standard SNMP trap
port 162 is assumed. There is no fixed limitation in in the software for the number of trap destinations, you
should however be aware, that a large number of destinations (greater than 10) may cause performance
problems, depending on network speed and response time of the targets.

The agent sends a SNMPv2 notification (mncDeviceFaultChanged from the MIB) every time the fault state of a
device changes. The notification message has the name of the device which caused the notification and its new
fault state as varbinds attached. At program start, one initial notification message for each device is sent.

Application Specific SNMP Agent

The application specific agent provided by the sat-nms software is based on SNMPv1, it accepts requests at
UDP port 2161. It permits read and write access from the 'public' community. Beside that, the sat-nms M&C
may be configured to send SNMP traps on changes of certain parameters, e.g. fault flags.

Each M&C system is configured individually for the device setup it controls. Therefore also the SNMP agent
configuration and the specific MIB for a M&C must be unique for each installed system. With the sat-nms M&C /
VLC, the SNMP agent gets configured by a (text based) configuration file which defines the M&C parameters
which shall be visible through SNMP.

The typical procedure to prepare the sat-nms M&C for SNMP access is as follows:

1. Create a template SNMP configuration file using the 'create-snmp.template' utility program. This
template file contains all parameters available in this particular M&C installation.

2. From this template file edit the SNMP configuration setup or simply copy the template to the
configuration file if you want to export all parameters via SNMP.

3. Restart the M&C server to make it read the SNMP configuration file.

4. Invoke the 'create-satnms.mib' utility program to create a MIB definition file reflecting the actual setup.

2.3.1.1 SNMP Parameter Translations

SNMP treats parameters (objects) in a different way as the sat-nms software does. The SNMP agent translates
the internal representation of M&C parameters to the SNMP representation and vice versa. The default
translation rules are listed in the table below:

Default Translation

e sat-nms data type --- SNMP data type**comment
INTEGER --- INTEGER : No translation necessary.

FLOAT --- INTEGERSNMPvV1 : cannot handle floating point numbers. FLOAT variables therefore are
translated to integer values when exported as a SNMP object. The value is scaled by 10™ n where nis
the number of precision digits set for this variable in the device driver definition file. Example: The
azimuth value of an antenna controller appears with three precision digits as 180.000 in the sat-nms
user interface. The SNMP representation of this angle will be 180000 (floating point value multiplied by
107 3). When the SNMP agent receives values to set at the M&C, the translation happens the other way
round.

e TEXT --- OCTET-STRING : Text type variables translate as OCTET-STRING SNMP objects. In the MIB, text
variables should be declared as 'DisplayString' (defined in RFC1213-MIB). This ensures, that the strings
are shown as expected by the MIB browser. (Some browsers assume OCTET-STRINGs to be binary and
display a hex-dump instead of the textual contents.)

e CHOICE --- INTEGER : Internally the sat-nms software treats CHOICE parameters as text. SNMP uses
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enumerated integers for this. The value of a sat-nms CHOICE parameter translates to the position of the
value in the list of choices as defined in device driver file. If - for some reason - the value does not match
any of the selections given by the device driver, it translates to 0. The MIB should define mnemonics for
all selections.

e BOOLEAN --- INTEGER : A boolean value translates to an enumerated integer with the values 0=FALSE
and 1=TRUE.

The SNMP agent knows from the sat-nms variable definition if a parameter may be accessed read-write or read-
only. Each individual parameter may be limited to read-only access when exported to SNMP (see below).

'force to text' Translation

The SNMP agent may be configured (individually for each parameter) to force a text-translation to OCTET-
STRING, regardless of the type of the parameter. In this case, INTEGER or FLOAT values translate to a readable
text, formatted with the precision defined in the device driver file and the unit string appended. BOOLEAN
value translate to the keywords TRUE or FALSE and any other parameter translate the text the sat-nms user
interface shows. The MIB should contain a 'DisplayString' entry for each parameter which is configured this
way. If the agent receives a SET request for a parameter which ist translated in 'force to text' mode, it parses
the text and sets the value as the user interface would do.

The 'force to text' option specially is valuable together with the 'force to readonly' option described below. It
provides a simple method to create easy to read status reports which can be displayed in a MIB browser.

'force to readonly' Translation

The 'force to readonly' option permits to limit the access to read-only for each individual parameter. This may
be used to prevent SNMP users from changing sensible settings in the M&C.

'suppress range limits' Translation

The 'suppress range limits' option suppresses the output of the min/max range of a numeric parameter. This
may be useful if this range dynamically changes and shall not be fixed to the limits valid at the time when the
MIB is created.

Limitations

Not all M&C parameters may be translated to SNMP objects in a way that makes sense. First of all, there are a
couple of M&C variables which carry complex information, binary coded as Java objects. Translating these
objects to SNMP is not possible as the information contained in these objects is for internal use in the sat-nms
software only.

Another problem of translating values between their sat-nms representation and SNMP objects arises if the
M&C dynamically changes the definition of this variable during runtime. This is a special feature of the sat-nms
software which makes it's internal message concept superior to SNMP for this application.

Example: A satellite modem is capable to encode with FEC rates 1/2, 3/4 and 7/8 with BPSK modulation. If
switched to QPSK, also the rates 4/5 and 5/6 are available. The device driver will change the definition of the
'fec' parameter as the 'modulation-type' parameter changes.

It is easy to understand that the translation of the 'fec' along the enumeration list given in the device driver will
give wrong results after the device driver changed the parameter definition. It is strongly recommended to
configure such parameter as 'force to text' and 'force to readonly'. This way at least a correct display via SNMP
can be achieved.

A similar situation arises if a device dynamically changes the limits for a numeric parameter. An example for
this are the pointing angles of an antenna: The soft limits set by the operator will be used as range limits for
this parameter. If they are changed after the MIB has been created, they will no longer match the limits stated
in the mib. Such parameters should be marked with the 'suppress range limits' translation option in the
configuration file.
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2.3.1.2 Configuring the SNMP Agent

The application specific SNMP agent gets configured by a the file 'snmp.setup'. If this file exists in the VLC's
home directory while the M&C server starts, the SNMP agent is started. The sat-nms software contains a utility
program called 'create-snmp.template’ to create a template of this file including all parameters of a particular
M&C / VLC. The file is a text file using the following format:

Empty lines and lines starting with '#' are ignored.

e At the beginning of the file, the global settings 'systemname’, 'systemid' and 'traphost' must be defined
(see example below).

e After this file header, each line must contain exactly one sat-nms parameter identifier, consisting of the
device name followed by a dot and the variable identifier.

e Each parameter identifier may be followed by zero or more parameter attributes, separated by space
characters.

Global settings

The file 'snmp.setup' must define the global settings 'systemname’, 'systemid' and 'traphost' before the first
parameter identifier appears in the file. The order of appearance does not matter.

e traphost<aaa.bbb.ccc.ddd> --- Defines the IP address of the host which shall receive any traps from
this M&C. Traps always are sent to the standard port number 162.

e systemid <n> --- Defines the base node number of the MIB tree created for this M&C. The created MIB
tree is a branch of /so.org.dod.internet.private.enterprises.satservice , the 'systemid' parameter defines
the number of the child node below satservice . Numbers 1 .. 99 are reserved for special applications.
The create-snmp.template' utility program uses the M&C serial number as a default for this parameter
to ensure a unique value for each M&C.

e systemname <name> --- Defines the mnemonics for the 'systemid' parameter described above.
Following the conventions for MIB definition, this should be a single word, starting with a letter and
consisting entirely of letters and digits. The create-snmp.template’ utility program prepends 'vic' to the
serial number in order to create a unique value for this parameter.

Parameter attributes

The software accepts the following parameter attribute keywords following a parameter identifier. The activate
the corresponding translation option for this parameter.

e RO --- Forces this parameter to be treated as read-only, even if it has read-write access within the sat-
nms environment. It is not necessary to mark parameters with RO if they already are marked as read-
only by the sat-nms device driver.

e TEXT --- Forces this parameter to be translated into a readable text (OCTET-STRING) when exported to
the SNMP world, regardless of it's native data type. See chapter SNMP Parameter Translations for more
information about the software converts native data types to SNMP types an vice versa.

e NORANGE --- Suppresses the output of a mi/max range for numeric parameters. This is useful for
parameter which dynamically change their limits. See chapter SNMP Parameter Translations for more
information about the software converts native data types to SNMP types an vice versa.

e TRAP --- Tells the software to send an SNMP trap if this parameter changes. Although mostly used for
fault flags, this feature is not limited to this application. Any M&C parameter may be monitored by
sending TRAPS.

MIB tree creation

When reading the 'snmp.setup’ file, the software dynamically allocates MIB nodes for each parameter. The
program splits up parameter identifiers at the dots and builds a MIB tree breaking down the M&C parameter
structure along devices and subsystems. Node numbers are assigned automatically starting at 1, parent nodes
are created as needed. This means, the order of the parameters in the 'snmp.setup' file determines the
numbering of OIDs.
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As a consequence of the automatic MIB tree creation, existing MIBs usually become invalid after a configuration
change in a M&C, due to the renumbering of the OIDs.

However, with the knowledge about the OID assignment algorithm used by the software, minor configuration
changes can be worked into the SNMP configuration while keeping the existing OID numbering unchanged.
There are simply two rules to follow:

1. Do not remove existing definitions. Neither single parameters nor complete devices. Deleting definitions
would cause a renumbering (decrement) of the following nodes.

2. Add additional parameter definitions always at the very end of the 'snmp.setup’ file. Although for human
readers the order of parameters in the file will look somewhat 'messy’, the software will assign the OIDs
in a way that the numbering of existing parameters will not change.

If you follow the rules above, you still can use the previous MIB of a M&C after an extension of the
configuration. You however will not be able to access the added parameters as long you use the old MIB.

'snmp.setup' Example

The example below shows the contents of a short 'snmp.setup' file.

### snmp.setup example
### created on Thu Jun 22 19:11:18 GMT 2006

traphost 127.0.0.1
systemname v1c2345
systemid 2345

SUMMARY . fault TRAP
El.fault TRAP
El.mode RO
SW. fault TRAP
SW.mode RO

Fault messages

If the software encounters problems while it reads the 'snmp.setup’ file, it issues fault messages to the sat-nms
event log. Hence, after a change of the SNMP configuration, you should inspect the event log after the server
restart. The following error messages are possible:

Unknown variable in line n of 'snmp.setup': The snmp.setup file references a sat-nms variable which does
not exist. The reason may be a misspelled parameter name or you changed the sat-nms device setup without
adapting the SNMP configuration.

Unknown attribute ABC in line n of 'snmp.setup': You specified a parameter attribute which is neither
‘TRAP', "TEXT' nor 'RO'.

Warning: 'snmp.setup' has 0 entries: There is a 'snmp.setup' file, but it does not specify any parameters

Failed to read 'snmp.setup’: A general error occurred. Delete and recreate 'snmp.setup'.
2.3.1.3 The 'create-snmp.template' Utility Program

To assist you in setting up the SNMP configuration file, the sat-nms software comes with a utility program
called 'create-snmp.template'. This program creates a template configuration file which contains all (or the
most common) M&C parameters of the actual system.

To create a template configuration file, perform the following steps:
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1. Open a telnet window to the M&C server
2. Log in as user 'satnms', password 'satnms’.
3. Type 'create-snmp.template <ENTER>' to invoke the program

This creates a file called 'snmp.template’, a template for the 'snmp.setup' file. It defines all M&C parameters of
the system except of the device setup variables to be accessible via SNMP. The M&C variables appear in
alphabetical order, all fault flags are marked to send SNMP traps in case of a change of the value. To use the
template file, rename it to 'snmp.setup' and restart the software. To make certain parameters invisible for the
SNMP NMS, remove the corresponding lines from the file or put comment characters ('#') in front of them.

The 'create-snmp.template' utility program accepts a number of command line options which let you modify
the default behavior of the program. These options are:

e --include-config --- Includes the device setup variables into the template file. Normally the program
skips these variables.

e --view-only --- Forces all parameter to be read-only and translated to text (parameter attributes 'TEXT
RQO'). This is a fail safe mode, making it impossible for the SNMP user to change anything at the M&C
system.

e --comment --- This option places a comment character in front of line of the file. This is valuable if you
intend to export only a small number of parameters to the SNMP world. By default all parameters are
disabled, you may enable the SNMP export of particular parameter by removing the comment character
in front ot the parameter name.

For example, typing 'create-snmp.template --include-config --comment <ENTER>" in the telnet window creates
a template file which also includes the device setup variables, but with all parameter definitions commented
out.

2.3.1.4 The 'create-satnms.mib’' Utility Program

Once the SNMP agent of the VLC / M&C has been configured and the server has been restarted, the agent is
active and listens on UDP port 2161 for SNMP requests. At this point, calling the 'create-sathnms.mib" utility
program causes the server to write a MIB file which exactly matches the agent's internal MIB.

Using the the 'create-satnms.mib' utility program is as follows:

1. Open a telnet window to the M&C server
2. Log in as user 'satnms', password 'satnms’.
3. Type 'create-satnms.mib <ENTER>' to invoke the program

This creates the MIB file (file name 'satnms.mib') in the server's home directory. The file also appears in the
'public' share as a symbolic link, making it readable to other computers in the network.

2.3.2 TCP/SSL Remote Control

sat-nms M&C systems can be controlled remotely using a simple text based IP protocol. A remote application
may use this protocol to query state information or device settings and to control the settings of each
individual device. The M&C provides three flavours of this protocol on three different IP ports:

e Port 2015 accepts SSL connections giving monitor and control access to all parameters / devices in the
M&C

e Port 2016 accepts plain TCP connections giving monitor and control access to all parameters / devices in
the M&C

e Port 2017 accepts plain TCP connections like port 2016, but grants monitoring access only.

All three ports are disabled by default. In order to use them, they have to be enabled in the vic.properties file:
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server.rcontrol.ssl.read-write=yes
server.rcontrol.tcp.read-write=yes
server.rcontrol.tcp.read-only=yes

To make changes in the vic.properties file effective, you must restart the M&C server. The protocol itself is very
simple, there are only three commands:

? *parameter-id*

Queries the actual state of a parameter. parameter-id is a textual string as used in the configuration of logical
devices, e.g. BCRX-1.power identifies the power reading of a SatService beacon receiver named BCRX-1. The
parameter may be any device setting or a status reading. If there is a value known for the given parameter-id,
the parameter-id followed by a space character and the actual value is replied, numeric values are formatted in
the same way as for presenting them at the sat-nms GUI. If the parameter-id is not known or if the device driver
could read a value from the device since start of the program, nothing is replied.

@ *parameter-id*

Subscribes for updates on every change of a parameter. If there is a value known for the given parameter-id,
the parameter-id followed by a space character and the actual value is replied, numeric values are formatted in
the same way as for presenting them at the sat-nms GUI. If the parameter-id is not known or if the device driver
could read a value from the device since start of the program, nothing is replied. Every time the value of this
parameter changes, the M&C will send a line with the parameter-id followed by a space character and the
actual value of the parameter.

I *parameter-id new-value*

Sets a parameter to the given value. new-value is parsed as if entered to a field in the sat-nms GUI. There is no
reply to this command. If you want to check if the new value has been accepted, use the '?' or '@' commands.
At the monitoring only port 2017 set commands are silently ignored.

Remarks

Subscriptions remain active until the connection is closed, there is no 'unsubscribe' command.

If you are using subscriptions, it is always possible that you receive a change message for a changed
parameter before you receive the expected reply to a subscribe or query command. You always must be
capable to receive messages in any sequence.

2.4 Administration EventDB Service

This section provides configuration instructions for the event database service (short EventDB) used by the
sat-nms Monitoring & Control System.

For installation instructions please refer to the chapter Installation EventDB Service

This section of the manual give information about

Event logging concepts

EventDB architecture and redundancy
Related configuration files and settings
Event Notification Add-Ons

Update sat-nms EventDB service

Backup and restore sat-nms events settings

The following topics will be covered by the WebClient Operator Manual
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e display and analyze events from the database
e show live log and active faults/warnings

2.4.1 Event logging concepts

The sat-nms software provides a elaborate event logging facility which lets the operator keep track of device
faults and other events.

The event log database in the sat-nms software stores device fault messages and other events. Each
individual fault flag a device driver read from the device gets logged when it changes it's state. Beside this
events like the start of the software, user logins, or backend communication connections to the MNCs are
logged.

With device faults, not only the appearance of the fault is logged. Also the end of the fault state is logged by the
device driver. The latter message also contains a note about the endurance of the fault state.

2.4.1.1 Event messages

Each message stored in the event log contains a time stamp, the message source, a message text and a
priority or severity value. The event priority tells about the importance of a event message.

o Informational messages are of the lowest priority. Events which do not signal a fault or warning (like
user logins) are logged as informational messages. Also messages which indicate the end of a fault or
warning state are marked informational.

e Warning messages (medium priority) signal the warning state of a device or software component.
Fault Fault messages (medium priority) signal the fault state of a device or software component.

o Alarm messages have the highest priority. They signal a severe fault which needs to be repaired
immediately or that prevents the operation of the faulty component.

With a M&C system, the event log is stored at the M&C computer. The user interface software provides a Event
Report Window which lets the operator query the event database and a Live Event Log Window which displays
the recent events in a scrolling list.

The event database is limited in size. It implements a circular buffer which automatically purges all events
older than a configurable limit. The factory setting for event log depth is 365 days. The system administrator
may change this by modifying a configuration file EDB.properties

2.4.1.2 Event queues

Each MNC service contains an event queue which intermediately stores event messages until they are sent to
the primary or secondary event database. The System device which is present in each MNC controls the
behavior of these queues. By default the queue size is set to 500 messages. This should work perfectly for any
system with a normal occurrence of events and a fast connection to the event database. If more events arrive
in the queue before the are transmitted to the database, messages may be lost. If MNC service and event
database running on the same server then there will never be a need for a larger queue.

2.4.2 EventDB architecture and redundancy

Events and alarms are a basic concept of any monitoring system. They are used to inform operators about
thinks happens in their environment. Our built-in event handling consist of different parts:

Event are created from devices, users or from the backend processes

All events are stored in the event database, by default for 1 year

Access to the actual or historical events via Webclient or API

Event notification Add-ons sending selected events to external entities (e.g. via E-Mail)
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All events are "tagged" with the name of the source. This could be a built-in name or the name of an MNC
service:

SOURCE Description
[MNC] Name of a MNC service as defined in /etc/satnms.rc
WEBAUTH Login and Logout events via backend authentication / API

BACKEND Backend events like MNC redundancy or Active Backend switching

The name of an MNC service is configure by changing SATNMS HOSTNAME in /etc/satnms.rc . Please use
UPPERCASE letters for the name. No special characters or whitespaces are allows. More information about can
be found in the chapter satnms.rc.

In simple stand-alone M&C systems the event database runs directly on the same server - just built-in - no
addition configuration required. But all "event producers" in the system are designed to submit new events not
only to the local EventDB but also to up to two destinations. This allows a fully redundant event database setup
consisting of a main and backup database, without additional synchronization.

The following chapters describing some common setups.
2.4.2.1 All-in-one system

There is one server running all the sat-nms MNC services including the Event Database.
No additional settings has to be done. The defaults are sufficient for operating such a system.

Valid settings are:

setting value
local.edb yes
duplicate.edb no
primary destination localhost
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setting value

secondary destination offline

sat-nms Monitoring & Control System

device

Backend service MMC service drivers
query events
store backend events store MMC events
1 Sar-nms

EventDB

¥

2.4.2.2 System with central Event Database

If you run a central server together with a number of MNC servers, all MNC servers needs to be configured to
send there events to the central server.

In this case it is also possible to store copies of all events (duplicates) in a local EventDB on the MNC server.
This may be useful, if there is also a local access to the MNC system configured or if you want to use the legacy
Java client.

setting only central with local copy
local.edb no yes
duplicate.edb no yes

primary destination [server-addr] [server-addr]
secondary destination offline offline

[server-addr] is the IP address or hostname of the central EventDB server. If you specify an hostname
make sure the name resolution is configured and works reliably. Remember that the DNS request may slow
down operation.

[server-addr] should not be localhost or 127.0.0.x because duplicated.edb implies that already.
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2.4.2.3 System with main and backup Event Database

If you run a central main and a central backup server together with a number of MNC server, all MNC servers
needs to be configured to send there events to both central servers.

In this case it is also possible to store copies of all events (duplicates) in a local EventDB on the MNC server.
This may be useful, if there is also a local access to the MNC system configured or if you want to use the legacy
Java client.

setting only central with local copy
local.edb no yes

duplicate.edb no yes

primary destination [main-server-addr] [server-addr]
secondary destination [backup-server-addr] [backup-server-addr]

[main-server-addr] is the IP address or hostname of the main central EventDB server. If you specify an
hostname make sure the name resolution is configured and works reliably. Remember that the DNS request
may slow down operation.

[backup-server-addr] is the IP address or hostname of the backup central EventDB server. If you specify an
hostname make sure the name resolution is configured and works reliably. Remember that the DNS request
may slow down operation.

[server-addr] should not be Tlocalhost or 127.0.0.x because duplicated.edb implies that already.
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2.4.3 EventDB configuration

Each MNC service has the automatically generated SYSTEM device. This device provides some basic settings of
the EventDB. Changes can be done at runtime without restarting the MNC service. Please refer to the next
chapter.

In addition there are some configuration files related to the Event Database and how other services interact
with it.

e EDB.properties

e Dblacklist.txt

e vic.properties

e backend.properties

Event Database properties are defined in /home/satnms/edb/EDB.properties and
/home/satnms/vlc.properties while the /home/satnms/edb/blacklist.txt defines a list of events which
shall be suppressed and not stored in the database.

/home/satnms/vlc.properties defines also how the MNC service interacts with the EventDB and
/home/satnms/backend/backend.properties defines also how the backend service interacts with the EventDB.

2.4.3.1 EDB settings in the SYSTEM device

There are settings regarding the Event Database (e.g. IP address of the EventDB Server) which needs to be
configured in the SYSTEM device.

For basic operation no additional configuration is required. The defaults settings are:

e primary log queue destination: localhost
e secondary log queue destination: offline

This requires local.edb=yes and duplicate.edb=no in vlc.properties
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As a results all events being stored in the local event database.

For installations with a central server (including EventDB) you add here the IP addresses of the central server,
for example:

e primary log queue destination: 192.168.1.101
e secondary log queue destination: offline

In this case the local EventDB can be disabled with local.edb=no in vlc.properties .
If you have a pair of redundant EventDB server you can add the second address, e.g:

e primary log queue destination: 192.168.1.101
e secondary log queue destination: 172.17.3.222

If you want to store the events additionally on the local system, just set local.edb=yes and
duplicate.edb=yes in vlc.properties .

2.4.3.2 EDB.properties

Storage depth

Depth defines the number of days the event database records in it's circular storage on disc. Typicall value is 1
year (365 days)

depth=365

Maximum Report Size
Scope: legacy Java Client only

MaxReportSize defines the maximum number of events which are included in a database report. If more events
match the search criteria, the reports gets truncated and the operator receives a message about this. This
value is just the default used by the client event report window. There you can enter a new one (even greater)
for a single request.

maxReportSize=1000

Event sort order
Scope: legacy Java Client only

SortEvents controls if the filtered events are to be sorted by creation time before they are reported to the
client. This is necessary in an environment where the events stored in another order than they were created
(e.g. in the NMS or if multiple MNC systems using the same event database).

Therefore sortEvents is assumed to true if not stated otherwise. In a MNC environment reporting a large
number of events can be speed up significantly by settings this to false

sortEvents=false
## sortEvents=true

Event DB debugging

Setto true for activation of additional debug output. It is disabled by default false and should be not
enabled in production environments.
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debug=false
#debug=true

The file is read once at system start, hence any changes to this file become effective with the next restart of
the MNC service.

2.4.3.3 blacklist.txt

The file /home/satnms/edb/blacklist.txt defines a list of events which shall be suppressed and not included
in the log. A filter rule is defined as one line, starting with the name of the device this rule shall apply to. *
acts as a wildcard matching all devices here.

Separated by one space character, a regular expression follows which is checked against the event message
text. A event message will be suppressed if both, the device name and the message text pattern match one of
the rules defined in blacklist.txt

Remark: Regular expressions are case-sensitive !

The file may contain comment lines starting with a # character. Empty lines are ignored as well. All other
lines must contain valid filter rules.

The file is read once at system start, hence any changes to this file become effective with the next restart of
the MNC service.

Example 1: filters messages from switch devices (SW-1,SW-2) which contains the word position.

SW-1 position
SW-2 position

This matches against event messages like these:

e 'position' change detected to 'A’
e config.positions changed to 'A,B' by stored settings

Example 2: suppress for all devices (*) messages about stored settings which are applied to devices at
startup.

* by stored settings

e logParameterChanges changed to 'true' by stored settings
e config.extLoFreq changed to '12800.0' by stored settings

This matches against event messages like these:

Example 3: filter all changes output of a range of matrix ports (Port 01-08).
MX-RX output.0[1-8].*change

This matches against event messages like these, but not for other output ports from 11 and above.

e 'output.02' change detected to '13'
® output.03 changed to '21' by uw@192.168.16.2

Example 4: filter antenna commands from a Pointing Robot / Antenna Management Device (ANT-5) to an
antenna controller (ACU-5). This is usefull if config.logParameterChanges is 'true' to suppress commands from
the logical device but still show commands issued by an operator.
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ACU-5 azimuth changed to .* by ANT-5
ACU-5 elevation changed to .* by ANT-5
ACU-5 logPosition changed to .* by ANT-5

This matches against event messages like these, but not for other output ports from 11 and above.

e azimuth changed to '177.605' by ANT-5
e elevation changed to '35.178' by ANT-5
e logPosition changed to '' by ANT-5

2.4.3.4 vic.properties

The Event Database basic configuration (e.qg. if the EDB should be started on a MNC system) is defined in
/home/satnms/vlc.properties .

For a detailed description of these options please refer to MNC Administration

The following settings are available:

e Local event database
o enable or disable EventDB within the MNC service
o local.edb , default: yes, options: yes|no
e Duplicate events
o MNC service sends all events to the configure central EventDB but also to the local EventDB
o duplicate.edb , default: no, options=yes|no
e EventToSerial Add-On
o sends events to a serial interface
o server.addon=EventToSerial
e EventToMail Add-on
o sends events via E-Mail
o server.addon=EventToMail
e EventToScript Add-on
o calls a user defined script
o server.addon=EventToScripts

The file is read once at system start, hence any changes to this file become effective with the next restart of
the MNC service.

2.4.4 Event Notification Add-Ons

There are actually three add-ons which may be configured with the M&C software to notify operators if new
event messages have been issued by the system. Notification may be through a serial interface of the MNC
server or send by E-mail or passed to a script. Event notification add-ons are included in the sat-nms MNC
service, not in the backend service.

A notification add-on is activated by setting the key server.addon inthe file vlc.properties eitherto

EventToSerial , EventToMail orto EventToScript . All particular settings for the selected notification add-
on are defined in a separate configuration file. A file specified by the keyword rules has to be created with
the filter rules which messages are to be forwarded and which not.

Event To Serial Notification
server.addon=EventToSerial

The event to serial notification add-on sends event messages through a serial R5232 interface. This interface
may be connected to a separate unit which sends SMS messages or teletype messages from this information.
Page Event To Serial Notification describes this feature in detail.
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Event To Mail Notification
server.addon=EventToMail

The event to mail notification add-on sends event messages as e-mail notifications to one or more recipients.
Page Event To Mail Notification describes this feature in detail.

Event To Script Notification
server.addon=EventToScript

The event to script notification add-on sends event messages via standard-out to a script located on the MNC
server. Page Event To Script Notification describes this feature in detail.

2.4.4.1 Event To Serial Notification

The event to serial notification add-on sends event messages through a serial RS232 interface. This interface
may be connected to a separate unit which sends SMS messages or teletype messages from this information.

To use this feature, you need an unused RS232 port at the M&C server. Configuring / installing this feature is a
four step procedure:

1. Create a "rules" file. See page The rules file for details about this file.

2. Editthe e2s.properties file for your needs, information about the settings in this file are given below.

3. Editthe vlc.properties file and set server.addon=EventToSerial This line probably is already
presented in the file but deactivated by a # character in front of it.

4. restart the MNC service

The e2s.properties file contains the parameters which configure the behavior of the event to serial
notification. The file follows the Java properties file syntax and may contain thefollowing keys / values:

hostName specifies the hostname or IP address of the machine which runs the MNC service and provides the
serial interface. In most cases you will leave this at 'localhost'.

hostName=1localhost

ruleFileName specifies the name of the rule file used by the notification add-on. By default this is 'rules', you
may change this if you like to keep multiple rules files which you want to use alternatively.

ruleFileName=rules

portName specifies the name of the serial port to use. The default value is /dev/ttyS0 , every serial port
available at the machine which is not in use for another purpose may be used.

portName=/dev/ttyS0O

baudRate specifies the baudrate to be used with the serial port. Default is 9600 .
baudRate=9600

verbose is for software tests only. For normal operation this always must be false .

# verbose=true
verbose=false

The file is read once at system start, hence any changes to this file become effective with the next restart of
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the MNC service.
2.4.4.2 Event To Mail Notification

The event to mail notification add-on sends event messages as e-mail notifications to one or more recipients.

To use this feature, the M&C server must be able to reach an SMTP mail server. This may be a private mail
server in the company LAN or a public mail server. For the latter case, the M&C server requires internet access.

Configuring / installing this feature is a four step procedure:

1. Create a "rules" file. See page The rules file for details about this file.

2. Editthe e2m.properties file for your needs, information about the settings in this file are given below.

3. Editthe vlc.properties file and set server.addon=EventToMail This line probably is already
presented in the file but deactivated by a # character in front of it.

4. restart the MNC service

The e2m.properties file contains the parameters which configure the behavior of the event to mail
notification. The file follows the Java properties file syntax and may contain thefollowing keys / values:

hostName specifies the hostname or IP address of the machine which runs the MNC service. In most cases
you will leave this at localhost .

hostName=1localhost

ruleFileName specifies the name of the rule file used by the notification add-on. By default thisis rules
you may change this if you like to keep multiple rules files which you want to use alternatively.

’

ruleFileName=rules

originate specifies the name or some identification of the M&C system. The text given here will be referenced
as the message source in the E-Mail's text body.

originate=My MNC System

minSendInterval specifies the minimal time (minutes) between two messages sent by the notification add-
on. For instance, setting this to 60 will configure the software to send mails not more often than once an
hour. Events happening in this time will be accumulated and included to the next mail as a list.

minSendInterval=2
format specifies the format of the mail. This could by either plain text or HTML.

# format=text
format=html

summary specifies the position of the message summary in the mail body. It may be one of none
bottom . If no summary is defined, top is assumed as the default.

, top or

#summary=none
#summary=bottom
summary=top

smtpHost specifies the name or IP address of the SMTP server which shall be used to send the mails.
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smtpPort specifies the port number of the SMTP server which shall be used to send the mails. If not specified,
the program assumes port 25 (SMTP).

smtpUser specifies the username to login at the SMTP server. if left empty or commented out, the software
uses no SMTP authentication.

smtpPassword specifies the password to login at the SMTP server.

smtpSSL may be one of yes/no. Specifies if SMTPS (SMTP via SSL/TLS) shall be used as message transport. If
not specified, the program uses no encryption.

smtpFrom specifies the from address to be set in the messages sent. Please note, the many public SNMP
servers require this address to be a valid address because of their spam protection policy.

smtpTo specifies the list of recipients for the mail. Multiple e-mail addresses may be separated by comma
characters, they all have to appear in the same line as the snmpTo key.

#smtpHost=192.168.1.123
smtpHost=smtp.myprovider.com
smtpPort=465

#smtpSSL=no

smtpSSL=yes

smtpUser=username
smtpPassword=password
smtpFrom=noreply@myprovider.com

verbose is for software tests only. For normal operation this always must be false .

#verbose=true
verbose=false

The file is read once at system start, hence any changes to this file become effective with the next restart of
the MNC service.

2.4.4.3 Event To Script Notification

The event to script notification add-on calls a user defined script on each event passing the rules filter.
Configuring / installing this feature is a four step procedure:

1. Create a "rules" file. See page The rules file for details about this file.

2. Editthe e2c.properties file for your needs, some information about the settings in this file are given
below.

3. Editthe vlc.properties file and set server.addon=EventToScript This line probably is already
presented in the file but deactivated by a # character in front of it.

4. restart the MNC service

The e2c.properties file contains the parameters which configure the behavior of the event to script
notification. The file follows the Java properties file syntax and may contain thefollowing keys / values:

scriptName - specifies the name of the (Bash-) script or binary excecutable to be executed. The file mustbe
located in the /home/satnms/scripts/ directory on the sat-nms installation. The file must be set readable
and executable for the user that shall execute it.

scriptName=e2c-test.sh

ruleFileName - specifies the name of the rule file used by the notification add-on. By default thisis rules
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you may change this if you like to keep multiple rules files which you want to use alternatively.
ruleFileName=rules

user - if this key is defined, the software does execute the the script with sudo -u <user> <scriptName> ...
instead of calling the script directly. You probably have to set the password property as well to make this work.
By default, the MNC service (and the Addon) runs as user satnms . So you don't have to specify it again. But if
the script requires a different user please use this settings.

user=satnms

password - specifies the login password of the user set with the user property. Its not required if sudo is
configured to allow this command for the specified user directly.

password=satnms
verbose is for software tests only. For normal operation this always must be 'false'.

#verbose=true
verbose=false

The file is read once at system start, hence any changes to this file become effective with the next restart of
the MNC service.

2.4.4.4 The "rules" File

All event notification add-ons provide a filter function for the event messages to forward. Using filter rules
defined in the "rules" file, the software forwards only messages which match one of the rules specified in the
"rules” file.

The name of the rules file has to be specified in the respective add-on settings file by the keyword
ruleFileName . By default the filename is just rules . But if you run more the one add-on you may want to
use a different rule file for each add-on.

Example:
ruleFileName=rules

This file is a plain text file containing one rule per line. Empty lines and comment lines (starting with a '#'-
character) are ignored. Each rule has the format <device-name>:<text-pattern> , where both parts may be
replaced by * as a general wildcard. A rule matches, if the event source matches the given device name and
if the message text contains the given text pattern.

Here some example rules:

HPA-1:FAULT matches messages from HPA-1 containing
"FAULT" in the event message text.

HPA-2:* matches all messages from device HPA-2

*:Lock matches messages from all devices which
contain "Lock" in the message text

g matches all messages.
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If the rules file is missing or empty, the software assumes a *:* rule. A standard installation includes already
the file /home/satnms/rules with the default setting and some examples.

2.4.5 Updating EventDB service

The EventDB service is installed together with the normal sat-nms MNC service packages. Therefore software
updates of EventDB service will be include in the following packages:

e satnms4-documentation [version].deb package (in the following referred to as
satnms4-documentation )
satnms4-images [version].deb package (in the following referred to as satnms4-images )
satnms4-jars [version].deb package (in the following referred to as satnms4-jars )
satnms4-mnc_[version].deb package (in the following referred to as satnms4-mnc )

Please refer to the chapter Updating MNC service for detailed instruction.

2.4.6 Backup and restore EventDB

All event data are stored in files in the directory /home/satnms/edb/ .

Settings for the EventDB are also in different configuration files in  /home/satnms . The chapter EventDB
configuration explains which files are used.

Creating a backup simply involves copying all these files.

The most convenient way to create a backup is using the included satnms-backup tool. A normal backup of
an MNC system will also include the EventDB. Please refer to the chapter Backup and restore MNC for details.

If you only want to back up the database only you can run satnms-backup with the command line argument

--edb-only . This includes the complete directory /home/satnms/edb/ only, but not the additional
configuration files in /home/satnms/ . So it is intended to back up the events not the full EventDB
configuration.

satnms-backup --edb-only

example output
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satnms@dev:~$ satnms-backup --edb-only
starting satnms-backup 1.03

—— testing user...
- INFO: actual user: satnms, UID: 1001
- OK: started as user satnms
L done

—— testing installed software packages...
- OK: Debian 12.13 based distribution
- INFO: package satnms4-backend installed
- INFO: package satnms4-satdb installed
- INFO: package satnms4-mnc installed

—— testing environment...
- INFO: started at Thu 7 May 14:57:21 UTC 2026
- OK: loading global config /etc/satnms.rc
- OK: directory /home/satnms found
- OK: directory /home/public found
|— INFO: backup filename: backup-dev-202605071457.tgz
I INFO: include: EDB
L done

—T— prepare EDB backup...
I OK: directory /home/satnms/edb found
- INFO: added home/satnms/edb
L done

—— create archive file...
 INFO: backup to /home/public/backup-dev-202605071457.tgz
- OK: backup success, Total bytes written: 235520 (230KiB, 6.2MiB/s)
- OK: 37 file(s) in archive /home/public/backup-dev-202605071457.tgz
- done

finished satnms-backup.

If you only want to restore only the event database you can run satnms-restore with the command line
argument --edb-only :

satnms-backup --edb-only

This works also with backups which contains more then EventDB data. It is therefore possible to selectively
restore only the event data from backup archives even if they are not created with --edb-only . Aslong as a
backup includes the MNC service, the EventDB files will be also included.

example output
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satnms@dev:~$ satnms-restore --edb-only
starting satnms-restore 1.03

—— testing user...
- INFO: actual user: satnms, UID: 1001
- OK: started as user satnms
L done

testing installed software packages...
OK: Debian 12.13 based distribution
INFO: package satnms4-backend installed
INFO: package satnms4-mnc installed
INFO: package satnms4-satdb installed
done

I’TTTT‘|

testing environment...

INFO: started at Thu 7 May 15:01:40 UTC 2026
OK: directory /home/satnms found

OK: directory /home/public found

INFO: include: EDB

done

I’TTTT‘|

selecting archive...

OK: adding backup-dev-202605071408.tgz

OK: adding backup-dev-202605071410.tgz

OK: adding backup-dev-202605071457.tgz
INFO: selected: backup-dev-202605071457.tgz

testing archive...

OK: archive backup-dev-202605071407 edb.tgz found.

OK: tested /home/public/backup-dev-202605071407 edb.tgz: 37 files and directories
done

I_TT—| TTTT—|

confirm archive...
OK: restore of backup-dev-202605071407 edb.tgz on dev confirmed
done

I_T—|

—— stopping services...
L done

—— restore EDB data...
I OK: directory /home/satnms/edb found
I INFO: restoring EDB ...
- OK: EDB directory: 37 files and directories extracted.
L done

finished satnms-restore.
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3 Theory Of Operation

This section gives some background information about the internal structure and some functional concepts of
the M&C software. It may be helpful to know how things work under the hood - both for operating and
especially for configuring the software.

e Chapter M&C Concept describes the basic concepts how a parameter setting at a particular device finds
its way to the user interface, how device drivers work and how the M&C software handles the data read
from and sent to a device internally.

e Finally, chapter Automating Procedures With Macros gives some information woh the macro feature in
the M&C software works as well as examples how to edit macros in the editor or write the from scratch.

All this information refers to the legacy java client of the software but it applies to the web based user interface
as well.

3.1 M&C Concept

The following paragraphs give a short introduction to the M&C software's architecture and explains some basic
concepts of it. Here a digest in advance:

e The M&C software is built in a client - server architecture. The server dealing with the direct equipment
control is a stand alone program running on that machine providing the hardware interfaces which
control the equipment. Apart from this, the user interface is another program talking to the server by
messages over an TCP/IP channel. A user interface program (client) may run on the M&C server itself or
on any other machine having a network connection to the M&C server. There may be multiple clients
connected to the same server at a time.

e As mentioned above, messages are used for the communication between the client and the server.
Moreover, most of the internal communication between the server's components are done by messages,
too. Messages report parameter settings or status information when sent to a client and the transport
commands the operator enters at the user interface to the server. Chapter Parameter Messages explains
this messaging mechanism more detailed.

o Within wide parts of the software, equipment settings are treated as abstract values. The M&C server
uses pluggable modules called 'device drivers' to translate these values to commands the physical
device understands. Device drivers are user configurable and user extensible, making the software
highly adaptable. Chapter Device Drivers explains this device driver concept
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To deepen the explanations given above, this diagram shows a simple configuration with two clients (user
interfaces) connected to a M&C server. With this example the flow of information shall be explained.
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The first situation which shall be shown, is the polling of status information from the controlled device. The
M&C software (more precisely: the device driver) polls all status information and all equipment settings on a
regular basis. Control parameters like a frequency or data rate setting are polled less frequently, as they are
not expected to change by themselves. At this point we will look to a frequently polled parameter like a lock
alarm flag. The device driver polls this flag once a second. With each cycle the following actions are performed:

1. The device driver sends a command string to the device, reads the response and decodes the 'lock
alarm: yes/no' information from the device's reply.

2. The device driver codes this information to a parameter message and forwards the message to the
'message distributor'.

3. The message distributor looks in it's message memory for the previous value of this message. If there is
a previous message and it contains the same state of this lock alarm, nothing happens. The distributor
suppresses multiple messages with the same contents. If however the value has changed, the distributor
remembers the new value and sends a copy of this message to every client which is interested in this
parameter. In this case both clients will receive a message with the new lock alarm state.

Changing an equipment setting on an operator's request happens in a similar way. After the operator entered
the new value at the user interface, the following steps are made by the software:

1. The client software codes the value entered by the operator to a message. It sends this message to the
M&C server.

. At the server, the 'device distributor' receives this message and routes is to the device driver of interest.

. The device driver receives the message and notes it down.

4. Synchronized with it's polling activities, the driver picks up the changed value and translates it to a
command string understood by the physical device. It sends this command string and processes the
device's acknowledgment.

5. Now the device driver triggers an extra polling cycle for the parameter it just has written. This way the
parameter is read back and distributed in the same manner described above for the lock alarm fault flag.

w N

3.1.1 Parameter Messages

Parameter messages are one of the basic concepts of the software. They are used to transport parameter
settings and status information between the components of the software.

Message dentifier Message Value

MODEM-1.50.0n QOFF

A Message is composed of a message identifier and the value which shall be transported. The latter can be a
text string, an enumerated value, a numeric value (integer or floating point) or a boolean flag. The message ID
indicates the source or destination of the message.

Message identifiers

The message identifier defines the device driver variable, this message belongs to. Depending on the direction
in which the actual message is sent, this can be the recipient of the message or the originating variable.

A message identifier is a textual string composed of two or more words which are separated by dots. The first
of these words is the name of the device, the remaining part of the identifier is the name if the device driver
variable. A message identifier ' MODEM-1.tx.on ' refers to the variable ' tx.on ' at the device ' MODEM-1 .

The usage of messages for parameter settings

Picking up the example with the ' MODEM-1.tx.on ' parameter, the following shall explain what happens, if a
parameter is changed by the operator. The user interface window containing this parameter sends a message
to the M&C/VLC server which dispatches the message to the device driver variable which listens to messages
with this identifier. The device gets the new value and sets it at the device. The value will be read back
(immediately after it has been set, but in regular intervals, too) and a message with the value read from the
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device is distributed to all windows showing this parameter.

Range messages

Well, but how does the user interface 'know' that' MODEM-1.tx.on ' is a CHOICE parameter with the possible
selection OFF or ON?. It does not know this from it's own, it receives a so called range message from the device
driver with this information. A range message describes the data type and the valid range of a parameter. It
uses the message ID of the parameter it describes with a ' .R ' appended. The range message for the
parameter above would use the identifier ' MODEM-1.tx.on.R'. The message contents describes the '
MODEM-1.tx.on ' parameter as a (OFF/ON) choice parameter.

A device driver distributes range messages for all variables it maintains. It tells the user interface about the
presence type, and range of all it's parameters. Two important consequences of this fact are:

e The user interface screen dealing with a certain device type, can be used for more than one variants of
this type, as the parameter ranges (bit rate ranges, clocking options or something else) are defined on
runtime by the device driver rather than by the user interface screen itself. The latter acts as a template
which gets filled with the range definitions of an individual device.

e A device driver is not limited to distribute range messages once at start up. The driver may change the
range of particular parameters dynamically on the state of other parameters. A common example is to
enable/disable certain parameters completely, depending on the presence of some hardware options a
device provides.

Message transport

Messages are transported within the software over TCP/IP streams. They can be sent within the same software
component, from one sub-component to the other. But they also carry their information between the M&C/VLC
server and the user interface program (client) which may be on another computer located somewhere
completely different.

To to reduce the number of messages which are sent, the software uses some Optimizations, two of them are
listed below:

o Messages are distributed only to the recipients which explicitly requested for them. This is done with a
subscription mechanism: If for example a window gets opened which shall display the ' MODEM-1.tx.on
' parameter mentioned above, the window subscribes for the reception of this parameter. The window in
turn gets a message with the actual value of this parameter and -- every time this parameter changes --
another message which updates this parameter. When the window closes, it voids this subscription.

e The message distribution agents in the software suppress messages which are identical. Hence, if a
Eb/No value gets polled at a modem once a second, the user interface will get this message only if the
value changes.

3.1.2 Device Drivers

Device drivers in the M&C software translate abstract parameter settings which are represented by parameter
messages into commands sent to the physical device and vice versa. The basic idea is to modularize the
software in a way, that one device in a station setup can be replaced by another model, perhaps even by a
model made by another vendor, simply by selecting another device driver.

The sat-nms M&C advances this concept by introducing a 'universal device driver' which is completely user
configurable. The configurable device driver let's you write your own device drivers for device models which
are not yet supported by the software. Most of the device drivers coming with the software are built on top of
this configurable driver, so there are a lot of examples you can use as a template.

The universal device driver

The figure below illustrates the structure of a device driver built with the 'universal device driver'. The principal
function, however, applies to 'hard coded' drivers, too.
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To other software components (primarily to the user interface) the device driver interfaces by a list of variable
definitions. On the other hand, a list or procedures does the 'real work', translating the abstract parameter
values to physical command sequences. In between a function here called 'variable -- procedure linkage'
defines which procedure is run to set or read a certain parameter.

With the universal device driver, all this is setup (compiled) during the program initialization from a text file
which describes the device driver in special, but quite simple programming language.

Variables

Variables are the interface between the device driver and the other components of the software, specially the
user interface. Each variable acts as an end point for a parameter message. It may receive messages -- which
causes the driver to set this parameter at the physical device -- but also may send it's parameter message in
order to tell the user interface about the actual setting of this parameter. Chapter ' Device Driver Variables '
explains this more detailed.

Procedures

There are two types of procedures a driver may define. A 'PUT' procedure sends one or more parameters to the
physical device after coding them into the format the physical device expects. A 'GET' procedure sends a
request to the device, reads the reply and decodes one or more variable values from the data received. A
procure never can be both, 'PUT' and 'GET' at the same time.

The driver's environment in the software provides one program thread for each physical interface (e.g. RS232
port). Within this thread all procedures of all device drivers communicating through this interface are called in a
fixed sequence. The threads are running concurrently, utilizing the computer's capacity for one thread while
another is waiting for a device's reply. Chapter ' Device Driver Procedures ' gives more information about how
procedures work.

Special types of device drivers

Not all device drivers are implemented by means of the universal device driver. On the one hand there are a
couple of devices which use such a trick method for their remote control, that the universal device driver is not
capable in handling this.
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The other and larger group of ‘hard coded' drivers comprises the so called /ogical devices . These devices do
not communicate directly with a physical device, they in fact combine parameter messages in some way and
send the result to other device drivers. Power control loops or a software based automatic redundancy
switching device are two common examples for this driver family.

3.1.3 Device Driver Variables

Variables are the interface between the device driver and the other components of the software, specially the
user interface. Each variable acts as an end point for a parameter message. It may receive messages -- which
causes the driver to set this parameter at the physical device -- but also may send it's parameter message in

order to tell the user interface about the actual setting of this parameter.

Inside, a variable separately stores two values: The value which recently has been commanded and the value
which has been read from the device during the previous polling cycle. By managing these values separately,
the device driver is able to check if a value has properly been set by the device. If you see messages like
'Parameter some.name set to X but reads Y' in the event log, then the parameter polling which followed a
command returned a value different from the commanded one.

3.1.4 Device Driver Procedures

The software basically knows two types of procedures: A 'PUT' procedure sends one or more parameters to the
physical device after coding them into the format the physical device expects. A 'GET' procedure sends a
request to the device, reads the reply and decodes one or more variable values from the data received. A
procure never can be both, 'PUT' and 'GET' at the same time.

As mentioned in chapter 'Device Drivers', all procedures of the driver are called on a regular basis. The
procedures are called in the same sequence as they appear in the driver definition file. Procedures which
actually have no work to do, are skipped by the driver.

A procedure links to one or more variables, the 'WATCH' statement in the driver definition file defines the
variables a procedure shall link to. Thereby, a procedure may link to multiple variables but each variable may
be 'watched' at maximum by one 'GET' and one 'PUT' procedure. If now one of the 'watched' variables receives
a new value an operator wants to set at the device, the variable marks the 'PUT' procedure which it is linked to
as 'dirty'. With the next cycle, the driver recognizes this flag and does not skip the procedure this time.

Hence, setting the parameter at the physical device by the procedure happens not synchronously when the
parameter message arrives. The physical equipment setting is done decoupled from the arrival of the message,
but synchronized with the polling activities the device driver does on a regular basis. This ensures, that the
device driver always finishes any pending polling command before it sets a parameter at the device.

While the method of a dirty flag for a 'PUT' procedure is a quite simple rule to determine which procedure shall
be run and which shall be skipped, things are a little bit more complicated with 'GET' procedures. There also is
a 'WATCH' statement for 'GET' procedures, but the dirty flag is managed in a more sophisticated way here:

1. When the program starts, all 'GET' procedures wake up with the dirty flag set. The driver has to inquire
all parameters from the device when it starts.

2. The same applies after a communication failure. If the device didn't answer for some time, an operator
might have replaced a faulty device against a new one which will have different settings. The device
driver marks all 'GET' procedures as dirty if a communication failure occurs.

3. Each variable contains a timer, programmed for CYCLE interval, the driver description file individually
defines for each variable. If the timer expires, the 'GET' procedure watching this variable is marked dirty.
This way, each variable is read on a regular basis using an individual polling cycle.

4. Once a variable has been written to a device in a 'PUT' procedure, the 'GET' procedure watching this
variable is marked dirty. This enforces a variable to be read back after it has been written to the physical
device. This specially is important with variables having a quite long polling cycle programmed. A read
back of the parameter eventually would happen minutes later.
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3.2 Automating Procedures With Macros

The sat-nms software includes a powerful macro recording and playback feature which lets you automate
complex equipment settings to one mouse click. This feature is built on the parameter message concept of the
software. Recording a macro means recording the parameter messages you sent when you change setting at
the user interface.

The software stores recorded macros as plain text files, using a simple format which is easy to understand. This
and some additional commands in macros, called 'macro directives', make the macro facility to a powerful tool:

Macros may be edited for reworking or to create simple ones from scratch.

Macros may be nested. Calling macros from inside macros lets you structure your macros in

'subroutines’

Macros may contain 'formal parameters' which are substituted while the macro is executed.
e The execution of macros may be bound to buttons in user configured screens.

The following pages describe how macros work and how you use the functions in the software managing macro
recording and playback.

3.2.1 Concepts

The M&C/VLC software uses parameter messages to transport equipment settings from the software's operator
interface to the physical piece of equipment. Recording a macro simply means recording these messages to a
file. Playing a macro sending again the messages from the recorded file.

Editing macros

A recorded message sequence is stored as a plain text file. This makes it easy to rework a recorded macro or
even to write a macro from scratch. In a macro file all empty lines or comment lines (starting with a "#"
character) are ignored. The other lines either contain equipment settings or macro directives .

Coding of equipment settings
In a macro, equipment settings always appear in the form
<message identifier> <value>

The message identifier consists of the name of the device which shall receive this setting followed by a dot and
the parameter name to set. MOD-2.tx.on for example addresses the parameter 'tx.on' at the device named
'MOD-2'. A list of the parameter names recognized by the device types can be found at section ' Device Driver
Index '. The device name in the macro may be an asterisk ('*') to indicate that this message shall be sent to all
devices.

Macros vs. Device Presets

Macros and device presets both help you to automate extensive equipment settings. They work, however,
completely differently:

e A device preset records the state of a device with all it's settings.
e A macro records the changes you apply to the device's settings.

To be sure that a device with all it's parameters is set to a certain state by a macro, you may apply a preset to
the device while you record the macro. The macro will contain all settings from the preset.

3.2.2 Macro Directives
Beside plain definitions of parameter settings, a macro definition may contain a couple of additional commands

called 'macro directives'. The macro processor recognized these directives and handles them separately.
Directives all are lower case words starting with a percent character. The following directives are recognized:
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%def

The %def directive defines a substitution parameter. The macro processor knows ten substitution parameters
called 0..9. They work similar to parameters in shell scripts (Linux) or batch files (Windows). Any sequence of a
percent character followed by a digit (%0 .. %9) in the macro gets substituted by the value defined in a %def
directive before. The syntax of the %def directive is

%def [0..9] substitution text

For example, ' %def 4 KSTAR-2 ' sets the substitution parameter '4' to the value 'KSTAR-2'. The character
sequence '%4' gets replaced by 'KSTAR-2' in all equipment settings the follow this line in the macro. The
substitution parameters are initially empty.

%inc

The %inc directive includes another macro definition at it's place when the macro is played. The syntax of the
%inc directive is

%Iinc macro-name

You may nest the execution of macros up to eight levels deep using this directive. If the macro you reference
does not exist, the directive is silently ignored.

A common practice of using included macros is to record basic equipment settings into a set of macros. Using
the macro editor you can then create "super macros" which first call one ore more of the basic macros and
finally set a couple of settings like the channel frequency or the transmit power explicitly.

%wait
The %wait directive lets you pause the execution of a macro for some time. The syntax of the %wait directive is
%wait msecs

where msecs is the time to pause in milliseconds. The paragraph ' Timing Issues ' below explains why delays in
the macro execution may be helpful.

3.2.3 Timing Issues

When executing a macro which sends equipment settings to more than one device, you might expect that the
parameters are set in the same order they appear in the macro definition. In fact this is not the case, due to
the parallel concept of the M&C software. The following example explains this issue:

#
# example macro definition
#

# switch off the carrier to avoid spurious transmissions
#
EIRP.on "OFF"

# turn the modulator to 8 MBit
#

# switch the carrier on again
#
EIRP.on "ON"
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The example above which tries to clamp down the transmission while the modulator switches to another bit
rate, definitely will not work as expected. The macro processor will send the settings in the order they appear
to the M&C /VLC server. The latter receives the settings and passes them to the device drivers. Each device
driver contains a buffer for the commands pending for execution. The driver for the EIRP setting and the
modulator driver work in parallel. The driver for the TX-ON setting takes down the transmit power and
immediately brings it up again. It does not wait until the modulator driver has finished the settings.

To overcome this problem, you should slow down the execution of the macro and insert %wait directives at the
critical steps. Below the same example with programmed delays:

#
# example macro definition
#

# switch off the carrier to avoid spurious transmissions
#
EIRP.on "OFF"

# wait until the transmission is off
#

# turn the modulator to 8 MBit
#

# give the modulator 3 seconds to stabilize with the new bit rate
#

# switch the carrier on again
#
EIRP.on "ON"
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